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Integrate automation and
safety on one platform:
TwinSAFE

www.beckhoff.us/twinsafe
 TwinSAFE from Beckhoff: the universal safety system for everything from I/Os to drives.  
The TwinSAFE I/Os for the EtherCAT Terminal system fully leverage the high performance 
offered by EtherCAT:
 Compact: Safety Logic in a 12 mm terminal block
 Powerful: up to 128 safety devices per Safety Logic
 Versatile: integrated function blocks for emergency stop, protective door, two-hand control
 Modular: standard and safety I/Os integrated in a single system
 Flexible: fieldbus-neutral communication, eliminates dedicated safety networks
  Certified: solution up to SIL 3 according to IEC 61508 and DIN EN ISO 13849 PL e
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Integrated in all TwinSAFE components: Safety Logic

http://www.beckhoff.us/twinsafe


What do machine builders, system integrators and manufacturers need to know 

about time-sensitive networking (TSN)? In simplest terms, it is better Ethernet .

What used to be many networks and gateways to meet performance require-

ments will be deterministic control and information on a single cable . In addition to better 

performance, it will be easy to use, but the integrators and end users are happy to support 

current solutions .

“I don’t think TSN will be complicating things for integrators involved with advanced manu-

facturing and robotics,” says Brian D McMorris, president at Futura Automation (www .

futura-automation .com) in Scottsdale, Arizona . “We are a factory-floor integrator . We do 

not know much about the IT world, but our company structure and vision is focused on 

Industry 4 .0, much of which is executed on the factory floor . For example, we are in the 

manufacturing-execution-system (MES) world at an application level with the Tulip product 

line of interfaces . We are the field-services capability and help customers to implement the 

benefits of an MES and a computerized maintenance management system (CMMS) and a 

quality management system (QMS) .”

Futura works with IT mostly on the security side, in terms of its cloud-based solution and 

how the cloud apps are secured . “I am sure it will be good to have IEEE take a company-

sponsored protocol such as EtherCAT and turn it into a global open standard under the 
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The accumulating case  
for deterministic control
Time-sensitive networks have many parts under development  
with some starting to emerge as real products, but the industrial  
specifications will need a few years to mature

By Dave Perkon, technical editor
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auspices of an industry association, but I do 

not really see any shortcomings of Ether-

CAT today, other than the license cost per 

device for its use,” says McMorris .

While McMorris supports developments 

in networking technology, with EtherCAT 

he has not see many limitations . “We use 

EtherCAT with our Servotronix drives for 

multi-axis control on our open-design ro-

bots—cartesian and delta,” he says . “It’s a 

very fast proprietary network with latency 

substantially less than 1 microsecond, but 

it’s only suitable for certain hard and soft 

real-time computing requirements in auto-

mation technology .”

Doug Putnam-Pite, director of software 

development at Owens Design (www .ow-

ensdesign .com) in Fremont, California, ap-

preciates that proprietary networks such as 

EtherCAT and CC-Link IE provide real-time 

communications, but he also acknowledges 

their limitations . “The downside to these 

technologies is they only work with control 

devices that support the protocol,” says 

Putnam-Pite . “This means that you cannot 

have devices on the same network that do 

not support the protocol . These fieldbus 

networks must be separated from any other 

Ethernet networks in the tool .”

TSN may allow devices that cannot cur-

rently communicate in real time to do so . 

“Time-sensitive networking gives integra-

tors more options on how to architect 

control systems,” says Putnam-Pite . “A tool 

with a time-sensitive network may be able 

to decentralize control, allowing individual 

devices to communicate directly with each 

other in real time, allowing some level of 

control to be offloaded from a central tool 

controller . Additionally, PCs may be able to 

communicate with time-sensitive network 

devices in a semi-real-time manner .”

PROGRESS REPORT
“For machine builders, system integrators and 

manufacturers to deploy TSN, it needs to be 

incorporated into industrial-automation pro-

tocols and supported by a wide enough set of 

vendors to put together a system,” says Paul 

Didier, TSN testbed coordinator, Industrial 

Internet Consortium (IIC, www .iiconsortium .

org), and Internet of Things solution architect 

at Cisco (www .cisco .com) . “That is not yet 

the case, but the industry is working hard to 

reach that goal (Figure 1) .”

Work is underway to define the set of ap-

proximately 12 IEEE 802 standards aimed 

at addressing the determinism and qual-

ity of service required for TSN, says Dr . Al 

Beydoun, president of ODVA (www .odva .

org) . “In addition, interoperability must be 

maintained . Completion of the IEC/IEEE 

60802 industrial profile for TSN is key, and 

this is targeted for mid-2021,” he says . “In 

the meantime, updates to network specifi-

cations such as the EtherNet/IP specifica-

tion will not be finalized until the underlying 

standard of TSN is finalized .”
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Standard Ethernet is not 

deterministic by design, 

says Michael Bowne, ex-

ecutive director at PI North 

America (us .profinet .com) . 

“Time-sensitive network-

ing is a toolkit of roughly 

two dozen IEEE standards 

that create standardized 

deterministic Ethernet,” 

he explains . “Now that 

other industries outside of 

industrial automation are 

interested in deterministic 

Ethernet, there is a larger 

market for the hardware . 

The idea is that eventu-

ally this technology will be 

available from commercial 

off-the-shelf (COTS) chips . 

Of the IEEE standards in 

the TSN toolbox, we’ve 

identified roughly half a 

dozen that are particularly 

relevant to industrial au-

tomation . These standards 

address determinism with 

features like synchroniza-

tion, low latency, high avail-

ability, and robustness .”

It’s important to get the 

standard right, and that will 

take time . “As mentioned 

above, TSN is a toolbox of 

many different standards, 

and not just one thing,” says 

Bowne . “Some are relevant 

to industrial automation, 

and some are not . To en-

sure that we don’t end up 

with different flavors of TSN 

in industrial automation, 

an effort has been started 

known as IEC/IEEE 60802 . 

It is currently staffed by 

engineers from automa-

tion vendors big and small 

to ensure harmonization 

across companies .”

The digital factory de-

mands interoperability 

and simplicity in commu-

nications, says Armando 

Astarloa Cuéllar, CEO, sys-

tem-on-chip engineering, at 

Relyum (www .relyum .com) . 

“TSN is the new-generation 

Ethernet designed express-

ly to meet those require-

ments,” he says . Although 

the introduction of TSN will 

be progressive depending 

on the sector, some criti-

cal ones like railway, auto-

motive or aerospace, are 

adopting TSN as the stan-

dard IT/OT network in their 

new platforms .

TIME-SENSITIVE NETWORK TESTBED 
Figure 1: Testing of the numerous parts of TSN is well  
underway by many of industry’s leaders in networking,  
automation and electronics.
(Source: Industrial Internet Consortium)
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WHY SHOULD YOU CARE  
ABOUT TSN?
“From the user’s perspective, at this time, 

the status of time-sensitive networking is 

at a bit of a standstill,” says Paul Brooks, 

business development manager, networks—

IIPA, global standards, OPC and time-sen-

sitive networking, at Rockwell Automation 

(www .rockwellautomation .com) . “The TSN 

standards in IEEE 802 have been published, 

but they only provide feature-level interop-

erability, not system-level interoperabil-

ity,” he says . “Therefore, from the vendors’ 

perspective, we as the industrial automation 

community are developing IEC/IEEE 60802, 

which will determine the industrial automa-

tion profile for TSN to deliver this system-

level interoperability .”

Only when these standards are locked down 

will protocol organizations, such as ODVA, 

be able to publish that profile in specifica-

tions, continues Brooks . “Some companies 

have been releasing pre-standard products, 

and, while they will deliver user value, there 

is no guarantee that these products will be 

compatible with the final standard,” he said .

In November 2018, OPC Foundation an-

nounced the Field Level Communication 

initiative supported by a very broad set of 

industrial and IT players: ABB/B&R, Belden, 

Cisco, Huawei, Intel, Mitsubishi, Moxa, 

Rockwell Automation, Schneider Electric, 

Siemens, among others, says Cisco’s Didier . 

“The vision is to aim for an open, unified, 

standards-based IIoT communication solu-

TOMORROW’S INDUSTRIAL COMMUNICATION
Figure 2: TSN communication with OPC UA will enable control applications to work on an open, stan-
dard network with a large variety of other traffic and applications—sensor to cloud.
(Source: Hilscher)
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tion between sensors, actuators, controllers 

and cloud addressing all requirements of in-

dustrial automation,” he says . “The initiative 

will incorporate the OPC’s work on pub/sub 

and TSN communication (Figure 2) .”

TSN enables all the control applications to 

rely on an open, standard network . “That 

network can also support a huge variety of 

other types of traffic and applications . This 

convergence and the ability to communi-

cate, sensor to cloud are the key improve-

ments,” says Didier .

“TSN is designed to provide determin-

istic messaging and real-time capability 

over standard Ethernet in order to ensure 

communication of information in a fixed 

and predictable amount of time,” explains 

Beydoun . “The key applications of TSN will 

be those requiring precision timing control 

and deterministic network behaviors . How-

ever, Ethernet TSN is desired in any indus-

trial application where higher bandwidth 

and faster network response is desired as 

the case in network applications conveying 

audio and video information . TSN’s scal-

ability will allow high-bandwidth streaming 

of packets with a guaranteed latency at 

higher Gigabit transfer rates .”

WHY DO I NEED TSN?
“Many integrators and machine builders 

question the need for TSN and claim the 

existing industrial Ethernet and related 

protocols, such as EtherNet/IP, EtherCAT 

and Profinet, meet their needs, so ‘Why do 

I need TSN?’ is a common question,” says 

Bowne at PI North America . “It’s a valid one, 

particularly because many of the techniques 

employed by TSN—synchronization, band-

width reservation, scheduling—are ones 

we’ve been using in Profinet for more than 

15 years . If TSN had existed back then, we 

would have adopted it and saved ourselves 

lots of engineering effort . And yet Profinet 

has always allowed high-speed control-

related traffic to coexist plainly with other 

information-related traffic .”

The exact same principle applies to TSN, so, 

again, why do you need it? “The answer is 

subtle and related to the future of network-

ing,” says Bowne . “As we move into the 

Industry 4 .0/Industrial-Internet-of-Things 

(IIoT) realm, more and more information will 

be provided to higher-level systems . Even-

tually, it appears that some flattening of the 

Purdue Model may occur . While TSN may 

not be the driver of this, it certainly can be 

one of the tools to help enable it .”

In the future we envision that as more 

and more bandwidth gets utilized by IT 

protocols, TSN will ensure time-sensitive—

hence, the name—OT traffic receives the 

determinism it requires, even on networks 

loaded with other best-effort IT traffic, 

explains Bowne . “As long as they all share 

a common TSN foundation, then manufac-

turers can begin implementing converged 

IT/OT networks without having to worry 
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about their OT traffic being sacrificed at 

the expense of IT traffic,” he says . “We 

want to continue this long-held philoso-

phy because we believe in using the right 

tool for the right task: the Profinet proto-

col for moving data, other protocols, for 

example, OPC UA, for moving information, 

all on a single wire .”

The OT/IT integration roadmap does not 

end in an intermediate situation with a 

plethora of heterogenous devices con-

nected through gateways, says Cuéllar at 

Relyum . “Instead, it raises the adoption of a 

communication technology at the link level 

that is valid for both worlds,” he says . “In 

this way, it would be feasible for an all-to-all 

data exchange topology in a homogeneous 

plant, similar to a pillar (Figure 3) .”

This automation pillar is based on a blog 

post titled, “What is TSN? A Look at Its Role 

in Future Ethernet Networks,” (www .contr-

oldesign .com/whatistsn) by René Hummen, 

senior architect—technology and innova-

tion, at Belden (www .belden .com) .

In this pillar context, the traditional layer-

based communication and cybersecurity 

scheme in no longer valid . “The elements 

included in the field I/O would communi-

cate directly with applications and services 

enabled in remote cloud,” explains Cuéllar . 

“Thus, it is critical to secure communication 

On-premises Automation 
Cloud

Cyber Physical Production Systems
Distributed Control unit
merges PLC & IO Modules

Secure 
Remote 
Access

Cloud 
Connection

ERP
BI

Virtual PLC

Uplink to 
Global Cloud

Field / IO

MES
SCADA

CONTROL
PLC

FIELD
IO

Factory Backbone

Increased Interaction
Centralised Supervision

Control Functions Virtual PLC
Distributed Control

Increase of device numbers

ML/IA 
Microservices

ML/ IA

AUTOMATION PILLAR
Figure 3: The automation pillar shows clear, high-speed connections between the plant floor  
I/O devices and controllers to the factory, enterprise level and to the cloud.
(Source: Belden via System-On-Chip Engineering)
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between the different de-

vices . The real-time require-

ments of TSN represent one 

of the great challenges for 

securing this kind of net-

work because traditional 

cybersecurity IT mecha-

nisms can’t guarantee the 

transmission of packets 

with the required latency .”

TSN IS NOT  
A PROTOCOL
TSN is just another better 

version of Ethernet; it’s not 

a protocol . “What’s improv-

ing is the infrastructure 

upon which all Ethernet-

based protocols exist,” says 

PI’s Bowne . “TSN lives at 

the data link layer (Layer 

2) of the IOS/OSI Model 

(Figure 4) . Protocols live at 

the application layer (Layer 

7) of the ISO/OSI Model . 

Gateways translate data 

between the different pro-

tocols, or languages .”

TSN is designed to be ad-

ditive to existing network 

functionality . “Network 

functions that are available 

today and delivering reli-

able operations should be 

available in the same way 

after the introduction of 

TSN,” says Brooks at Rock-

well . “It should not force 

any change in behavior 

unless there is new value 

that justifies that change 

(Figure 5) .”

Focusing on EtherNet/IP, 

time-sensitive networking 

is completely independent 

of the communications 

protocol, continues Brooks . 

“The task for protocol or-

ganizations such as ODVA 

and OPC Foundation is 

simply to define how their 

protocols work with TSN 

and make TSN as transpar-

ent to the user as possible,” 

he says . “And they need 

to do this while making 

existing quality-of-service 

mechanisms such as DSCP 

(differentiated services 

code point) an acronym 

that most machine builders 

and system integrators will 

never need to understand!”

THE DATA LINK NEAR THE PHYSICAL LAYER
Figure 4: TSN resides in the Data Link Layer 2 of the IOS/OSI 
Model and is not a protocol, which resides in Application Layer 7.
(Source: Pi North America)
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HOW WILL TSN HELP  
AN APPLICATION?
“If we all do our jobs correctly, a machine 

builder or system integrator won’t have to 

interact with TSN very much at all,” says 

Bowne at PI North America . “It will be easy 

to employ and transparent to their Profinet-

related tasks of engineering, configuring 

and commissioning . It’s just a better version 

of the Ethernet employed today .”

Time-sensitive networking is a tool that 

makes flattening of networks easier, but it is 

only one of the tools that make this possible 

and practical, says Brooks at Rockwell . “For 

instance, network segmentation is the heart 

of a secure network architecture,” he ex-

plains . “Time-sensitive networking does not 

help with segmentation . For this you need 

to use routed protocols, and TSN does not 

support routing .”

However, if you have multiple high-band-

width streams going through a single cable, 

then TSN can certainly reduce the engineer-

ing efforts required to know that the net-

work link will operate as expected, explains 

Brooks . “Each of the devices on a network 

can announce the volume of traffic and the 

periodic rate at which that traffic will be 

sent to the network infrastructure,” he says . 

“The network infrastructure can plan net-

work loading based on the overall volume 

of traffic flowing through the network . It 

also can protect network resources to help 

ensure that this volume of traffic can flow 

through the network .”

TSN enables the various IE protocols to use 

a single, interconnected network for all the 

industrial control applications, such as I/O, 

safety and motion, and to co-exist with 

other devices, for example, video cameras, 

and applications while maintaining the 

deterministic network requirements control 

applications rely upon, says Paul Didier at 

Cisco . “In this way, Industrial IoT applica-

tions can directly and securely access end 

devices to extract very relevant data and 

information that often cannot be handled 

by a gateway,” he says .

JUST ADD TSN
Figure 5: Much of the network hardware and 
functional reliability will remain the same after 
the introduction of TSN, but there will be value 
added to justify the change.
(Source: Rockwell Automation)
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Fully Featured Gateways 

Hilscher’s netTAP 100 and 

netTAP 151 Gateways are fully 

featured protocol converters. 

netTAP 100 supports 2-port 

conversions for Fieldbus, Serial 

and RTE in any master and 

slave combination. netTAP 151 

converts and transmits IO 

data between any two RTEs,  

including PROFINET,  

EtherNet/IP, EtherCAT  

and POWERLINK.

PC Cards

Hilscher’s PC Cards come in all popular PC card formats  

for direct connection of PC-based automation systems  

to any network I/O or controller. For “slotless” PCs,  

a modular version connects the PC’s Ethernet port to  

the Fieldbus networks. 

IIoT Edge Gateways 

Hilscher’s IIoT Edge Gateways 

securely connect field devices 

and networks to IIoT and  

Cloud applications. Secure 

separation of communications 

and applications. Supports 

OPC UA and MQTT. Cloud 

connectors to all popular cloud 

platforms. Industrial Raspberry 

Pi versions offered.

Industrial Communications from Factory Floor to the Cloud

Single-Channel Gateways 

Hilscher’s netTAP 50 Single- 

Device Gateway is the ideal low- 

cost network protocol converter 

for OEMs. It converts 1-port 

Fieldbus, Serial and Real-Time 

Ethernet protocols in slave- 

to-slave or slave-to-master 

conversions. Loadable  

firmware provides flexibility  

in protocol choice.

Got Networks? Think Hilscher.

Network Proxies

Hilscher’s netLINK Proxies can  

integrate a Fieldbus-enabled PLC  

or I/O rack into an industrial Ethernet 

network. Ideal for adding legacy 

PROFIBUS I/O to new PROFINET 

networks. 

To learn more about network solutions from Hilscher, call 1.630.505.5301,  

email: info@hilscher.us or visit www.hilscher.com, www.netiot.com,  

www.na.hilscher.com.

http://www.hilscher.com


While not the fanciest of gifts, I bought my household an Instant Pot . It’s a high-

class pressure cooker that promises to make me a better cook .

But the kicker is that it is Wi-Fi-enabled, so it actually counts as technology, 

yes? That way it doesn’t count as buying an appliance but an edge IoT device . That’s my 

story, and I’m sticking to it .

In our sandbox, there will be a new kid in town that will change the face of Iot and IIot, and 

that is 5G mobile technology . I think it is pretty cool that you can monitor your pot roast 

from your car or turn the device on so that the pot roast is ready when you get home . 5G 

will make no difference in that situation .

So what will 5G give us? First off, I have done a lot of reading on 5G and its health effects . 

Some say that the higher frequencies will cause an abnormal amount of human disruption 

and cancers . You need to be the judge for yourselves, but some of the information seems 

quite credible . There is just as much credible information out there supporting the opposite .

At 300 GHz it will have the fastest bandwidth available and is comparable to micro-

waves . The short wavelength allows for very fast communications between devices, 

routers, switches and antennas . It just takes a shorter amount of time to travel the same 

distance as 4G does .
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What will 5G do for you?
By Jeremy Pollard, CET
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So, why all the hype? Edge devices can now 

process the data that they are supposed 

to and fire it to wherever they want using 

whatever protocol they want . MQTT, HTTP 

or even FTP can be supported by 5G much 

better than 4G can do it .

This gives rise to almost real-time data 

for SCADA, edge devices, analytical data 

and cloud-based solutions . The new and 

improved SCADA and edge-located HMI/

devices will be able to link to the cloud 

directly using Microsoft’s Azure platform or 

Amazon Web Services (AWS) .

5G will provide the data highway that big 

data will need as devices get smarter and 

provide more data to the user for real-time 

display, historical as well as real-time ana-

lytics and pre-processed information for the 

ability to make informed decisions .

This can be important due to the fact that 

most companies do not have the staff or 

the wherewithal to perform these analytics 

on their own . They will need the devices to 

provide this pre-processed data to them in 

a form that is easy to interpret .

This large amount of data will need a big 

transmission pipe so that the pipe doesn’t 

get clogged, and that’s 5G .

The 4G bandwidth simply will not be big 

enough to handle the data that will be re-

quired . Another 5G advantage is the ability 

to use smaller antennas for smaller areas 

and larger antennas for larger areas, which 

can provide long-range data support .

5G is not widely available in all areas, but, as 

the buildout happens, customers will start 

demanding more data from their systems 

for maintenance, operational issues and 

economic analytics in real time . The old 

proverb applies here: Work expands to fill 

the time available . Replace work with data 

and time with bandwidth, and we have cre-

ated a new one .

There is a new technology that enhances 

the 5G core called light fidelity (Li-Fi), 

which is based on light waves . It is secure 

and not prone to interference, and it is simi-

lar to Bluetooth in its range .
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This provides an ability to have a localized 

small, safe and fast network for devices that 

support Li-Fi . Fiberoptic cable could be 

used for connectivity, as well .

I can envision M2M being based on Li-Fi due 

to the non-electrical nature of the technology . 

While not widely used in present time, this 

technology may grow with the rollout of 5G .

Where 5G will excel will be when edge com-

puting and IIoT devices start proliferating in 

our applications . Edge computing by defini-

tion suggests that the device that extracts 

and processes data and information from 

devices is as close to the source of the data 

as possible .

That data has to go somewhere, and typi-

cally it has to get there in real time, which 

today can be upwards of seconds or longer .

Will new SCADA/HMI systems support IIoT 

technologies natively to provide the need to 

have this data? Absolutely, and this is evi-

dent with Opto 22’s groov EPIC controller 

which is being marketed as an edge device 

with built-in HMI supporting various proto-

cols and cloud support .

Depending on the amount of data that the 

customer wants from this device at the 

edge of the domain, the distribution model 

and the definition of real time, 5G may be 

what is needed to accomplish the goal .



MELTRIC Simplifies  
Electrical Connections  
for Your Power Needs!
MELTRIC SWITCH-RATED DS and DSN SERIES
combine the safety of a switch with the convenience  
of a plug and receptacle in one device. 

MELTRIC also manufactures non-Switch-Rated devices and power distribution products. 

Learn more at meltric.com

Mulitpin Power DistributionHazardous LocationHigh Ampacity

• UL/CSA listed for branch and motor circuit disconnect switching
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• Plug and play functionality simplifies onsite commissioning, saving time and money
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In any industrial maintenance shop, you will find diagnostic tools such as handheld 

scopes, multimeters and electrical test equipment .

Increasingly however the crew is becoming responsible as the first line of defense for OT net-

works . Software tools are becoming more and more prevalent in the maintenance toolbox .

Wired Ethernet networks can be symptomatic in various ways . Because most are carrier-

sense multiple access with collision detection(CSMA/CD), the devices connected are built 

to behave in a certain way . It is when these devices do not behave properly that we experi-

ence network issues, and sometimes it is like looking for a needle in a haystack .

We need tools to diagnose wired network issues and discover which device or devices may 

be causing the observed anomalies at an affordable price .

There are many options available to the IT guys since most diagnostic tools are targeted 

toward that group, but the OT crew may not know what’s available to them if they are re-

sponsible for the OT network .

SolarWinds has a very common toolset for IT peeps . While comprehensive, the tools are 

expensive and may take a bit more base knowledge than an OT person or department has .
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How to diagnose  
network issues
Tools to understand and repair your connectivity

By Jeremy Pollard, CET
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I looked after a distribution center in Ontar-

io, Canada of more than 1 .3 million sq ft, and 

the maintenance network employed main-

tenance-owned switches and also borrowed 

ports on IT switches and routers .

We had a problem in one of the nine build-

ings where computer data was not being 

transferred on time to a PLC-5 . I discovered 

Intravue, now owned by Panduit .

I installed the product and was amazed 

by how it automatically discovered most 

of the devices on my network . Now in real 

time, and in conversation with Mathew Gier, 

product manager for Intravue, the software 

uses multiple options to determine who is 

online within a given IP address range . My 

application was simple—75 devices all in the 

same Class C address . Gier mentioned that 

Intravue can support up to 2,048 nodes in 

a single install . Multiple installs can support 

more than that .

I would suggest that if an OT LAN was 

greater than 150 devices, we may be over-

whelmed, but, with the Industrial Internet of 

Things (IIoT), that will be probable .

How I discovered my issue was by the ping 

diagram that Intravue creates . It largely 

uses SNMP and LLDP to discover switches, 

routers and devices that are attached to 

each based on the management-informa-

tion-base (MIB) tables in the device . It was 

determined that the PLC and computer 

were on the same switch and pings to the 

computer were taking a very long time, 

relatively speaking .

The packet size was small, and the activ-

ity was limited so it pointed to a chattering 

Ethernet card in the computer . The card was 

changed with knowledge—nothing worse 

than changing something, and the problem 

goes away, but you don’t know why .

I updated my install of Intravue to discover 

that it had matured very nicely . The network 

is still self-discovered; it allows you to put 

icons in for the devices; and the ping graphs 

are very precise . I fired it up on my home 

There is a cool function that allows you  
to put a graphic of your plant into the mix 

and then place the devices where they  
are physically located .
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network since I have been having an issue 

of certain ghost happenings . Periodically my 

virtual machine interface would restart .

Thinking it was a software issue I reinstalled 

the interface . It was only when Intravue was 

running that it indicated that I was losing 

pings from my switch, and all devices con-

nected to the switch were being taken off-

line . Need a new managed switch . Very cool .

There is a cool function that allows you to 

put a graphic of your plant into the mix 

and then place the devices where they are 

physically located . I would have loved that 

when I was looking after 1 .3 million sq ft .

The data logging gives you an overview of 

the threshold violations for the system, as 

well as for each device . You can link de-

vice to files, such as PDF files of operating 

manuals, which could prove to be valuable 

in times of panic .

Part of the threshold data is a bandwidth 

violation which will identify problem chil-

dren such as a chattering network interface 

card (NIC) .

Intravue is real time, as well as historical . 

Looking in the rear view mirror, data log-

ging is a must when trying to figure out 

what happened after the fact . It is real time, 

as well, but I have found the historical infor-

mation invaluable .

This network tool works, and it is in the 

industrial sphere and available to be used 

by non-network people . It is intuitive and 

vendor-neutral . It can be installed on any 

computer that has a Web browser .

This means that an OT system can be sup-

ported by OT people . Not disrespecting the 

IT spectrum, but sometimes it’s best to look 

after our own backyard .

Inexpensive self-diagnosis maybe isn’t so 

bad .


