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Low Ripple Dean Technology's new UMR Collection of
High Stability high voltage power supplies is a
High Efficiency form-fit-function replaceme|.1t. for industry
. . . standard modules at a competitive cost. UMR
Competitive Pricing performance meets and often exceeds
similar offerings, making them the best
value available.

Outputs up to 6kV @ 30W The first UMR Collection includes three full
Lead times stock to 3 weeks product series in two package sizes, as
Samples are available now biasing or capacitor charging variations.

Contact DTI today to discuss
your high voltage design.
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Available power is automatically distributed between load and battery.

The CBI Series does all this:

Power Supply Unit
Battery Charger
Battery Care Module
Backup Module
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e Three charging modes
e Compact, rugged metal case

e Available in 12, 24 and 48V DC
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Fast Pulse Test Systems from Avtech

Avtech offers over 500 standard models of high-speed pulsers,
drivers, and amplifiers ideal for both R&D and automated
factory-floor testing. Some of our standard models include:

AVR-E3-B: 500 ps rise time,
100 Volt pulser

AVRQ-5-B: Optocoupler CMTI
tests, >120 kV/us

AVO-8D3-B:500 Amp, 50 Volt
pulser t, =450 ps
AV-1010-B: General purpose A | R S S M Yo
pulser 50 V/DIV
-9A-B: 5 ns/DIV
AVO-9A-B: 200 ps.ty, 200.mA o bl e
laser diode driver

AV-156F-B: 10 Amp current
pulser for airbag
initiator tests

Nanosecond Electronics
Since 1975
Pricing, manuals, datasheets and test results at:
www.avtechpulse.com
AVTECH ELECTROSYSTEMS LTD.
Tel: +1-613-686-6675 Fax: +1-613-686-6679
info@avtechpulse.com

High Output - Low Risetime Pulsers

from Avtech

Ampl trisE

100V 500 ps
100V 300 ps
50V 500 ps
20V 200 ps
15V 100 ps
15V 150 ps
10V 100 ps
M0V 50 ps

5V 40 ps

Sub-nanosecond rise time pulsers
for every amplitude range!

Model AVP-3SA-C provides up to
10V with < 50 ps rise times.
«— Typical waveform, 50 ps/div, 5V/div.

At the other extreme,
Model AVI-V-HV2A-B provides
up to 100V with < 300 ps rise times.

Max. PRF  Model

0.1 MHz  AVR-E3-B
0.02MHz  AVI-V-HV2A-B
1TMHz  AVR-E5-B
10 MHz  AVMR-2D-B

25MHz  AVM-2-C

200 MHz  AVN-3-C
1TMHz  AVP-AV-1-B
1MHz  AVP-3SA-C
1MHz  AVP-2SA-C

Nanosecond Electronics

Pricing, manuals, datasheets and test results at:
www.avtechpulse.com/
AVTECH ELECTROSYSTEMS LTD.
Tel: +1-613-686-6675 Fax: +1-613-686-6679
info@avtechpulse.com

Since 1975

Pulsed Laser Diode Drivers
from Avtech

Each of the 19 models in the
Avtech AVO-9 Series of pulsed
laser diode drivers includes a
replaceable output module with
an ultra-high-speed socket,
suitable for use with
sub-nanosecond pulses.

40 mA/DIV

1 ns/DIV

Models with maximum pulse
currents of 0.1A to 10A are
available, with pulse widths / 1 .
from 400 ps to 1 us. V

Model AVO-9A-B
GPIB, R5-232, and Ethernet

control available.

Nanosecond Electronics
Since 1975

Pricing, manuals, datasheets and test results at:
www.avtechpulse.com/laser
AVTECH ELECTROSYSTEMS LTD.
Tel: +1-613-686-6675 Fax: +1-613-686-6679
info@avtechpulse.com

Avtech offers a full line of 100,
200, 500, 700 and 1000 Volt
user-friendly pulsers capable
of driving impedances of 50 Q
and higher. The AVR Series is
suitable for semiconductor and

laser diode characterization, 200 \}/Dlv
time-of-flight applications, 400 ns/DIV |

attenuator testing, and other Model AVR-8A-
applications requiring 10, 20, !

or 50 ns rise times, pulse
widths from 100 ns to 100 us,

100 to 1000 Volt Lab Pulsers

and PRFs up to 100 kHz.

GPIB & RS$-232 ports are

standard, VXI Ethernet is

optional.

See additional test results at:
http://www.avtechpulse.com/medium

Nanosecond Electronics

Pricing, manuals, datasheets and test results at:
www.avtechpulse.com/medium
AVTECH ELECTROSYSTEMS LTD.

Tel: +1-613-686-6675 Fax: +1-613-686-6679
info@avtechpulse.com

Since 1975
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Editorial
WILLIAM WONG | Senior Content Director

bwong@endeavorb2b.com

Don’t

Do It:

lgnore Best Practices

The Code is more

what you call guide-

lines, than actual rules.”
—Hector Barbossa,
Pirates of the Caribbean:

The Curse of the Black Pearl

est practices are generally

accepted and prescribed

policies and procedures

often set by management,
an authority, or governing body that are
designed to improve quality, prevent
problems, and streamline processes.
They include, for instance, accredited
management standards such as ISO
9000 and ISO 14001. And standards
like MISRA-C are best practices for pro-
gramming.

At this point, most of us are follow-
ing best practices to avoid spreading
and catching COVID-19. This involves
things like social distancing, washing
hands or using hand sanitizer regularly,
wearing a face mask, avoiding coughing
or sneezing toward someone, and clean-
ing and disinfecting surfaces.

The social isolation has led to the rise
of video conferencing and telecommut-
ing. These were often discounted, dis-
couraged, or outright banned by many,
but they have become the norm whether
we like it or not. Though best practices
for these exist, people often don’t know
them, or they ignore them.

For example, Zoom is a video-confer-
encing service that has become invalu-
able. In “Rescuing Our Science Fair from
COVID-19” (www.electronicdesign.com),

I highlight how the Mercer Science and
Engineering Fair was able to happen
when Rider University shut down due to
the virus. We used Zoom to do the judg-
ing and student interviews. Some were
with students that had returned home to
overseas destinations.

Zoom has been criticized because of
alack of security when users weren’t fol-
lowing best practices like using pass-
word protection for meetings. Part of
the problem is that there are many best
practices. It’s not really a good practice
to default to password-less meetings.

Unfortunately, ignoring best practic-
es isn’t something unique to one set of
practices, groups following those prac-
tices, or those defining them. Hector
Barbossa highlights how many people
regard best practices as just guidelines.
Ignoring them is just something that’s
done.

Numerous best practices have been
formalized and following them is often a
requirement. Program coding standards
are one example where the rules need
to be followed and compliance can be
enforced by software. Ada and SPARK
programming language contract sup-
port takes this to the extreme, where
rules are part of the code rather than just
recommendations.

The thing is that best practices are
typically specified to simplify a job, and
changing circumstances often means
modifying best practices or adopting
new ones. Security and backup are two
examples that crop up when it comes
to telecommuting and remote access.
Is your laptop, used at home for work,
being backed up locally or to the cloud?
Is the connection secured by a VPN?
Is data being moved offsite that should
not be? Are there controls implemented
to manage this process, and are they
automatic or manual? What are the best
practices for all of these situations?

Finding best practices for a particular
situation is an easy task. The internet
can help, but given the plethora of rec-
ommendations and the quality of those
recommendations, it’s possible to wind
up with a set of best practices that aren’t
the best for a particular situation. In fact,
they may wind up being the worst prac-
tices for that situation.

These days one needs to be flexible.
Adjusting the current set of best practic-
es should be done carefully—however,
sticking rigidly to some may not be the
best practice.

There are potential benefits to reevalu-
ating currently employed practices that
have been—or need to be—changed
based on the current climate. For exam-
ple, we plan on having students post more
information about their science fair proj-
ects online. It wasn’t as burdensome as
many had assumed and brought about the
added benefit of the information being
available to everyone. Essentially, part of
the fair is permanent rather than transient.

So don't ignore best practices, but do
try to adapt and find the best set for your
situation. B8l
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Tag-Connect

JTAG Connector Plugs Directly into PCB!!
No Header! No Brainer!

Our patented range of Plug-of-Nails™ spring-pin cables plug directly into a
tiny footprint of pads and locating holes in your PCB, eliminating the need
for a mating header. Spring-Pins tested to over 150,000 cycles!

Save Cost & Space on Every PCB!!

Solutions for: PIC . dsPIC . ARM Cortex . Atmel . JTAG . Altera . Xilinx . TI DSP .
MSP430 . SPI/ IIC. FTDI UART & More

Tag-Connector footprints as small as 0.02 sq. inch (0.13 sq cm)

www.Tag-Connect.com
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Cover Story
WILLAM G. WONG | Senior Confent Director

Accelerating
Machine Learning

Means New Hardware

L
y
"'

Machine-learning algorithms can run on microcontrollers, but for complex
applications, one really needs hardware acceleration.

achine learning

(ML) is only one

aspect of artificial

intelligence (AI).
ML also'has many parts to it, but those
having the biggest impact now are based
around neural networks (NNs). Even
drilling down this much doesn’t narrow
the field a lot due to the multitude of
variations and implementations. Some
work well for certain types of applica-
tions like image recognition, while oth-
ers can handle natural language process-
ing or even modification and creation
of artwork.

There are deep neural networks
(DNNs), convolutional neural networks
(CNNs), and spiking neural networks
(SNNs). Some are similar while others
use significantly different approaches
and training techniques. All tend to
require more significant amounts of
computing power than conventional
algorithms, but the results make neural
networks very useful.

Though ML applications run on low-
ly microcontrollers, the scope of those
applications is actually limited by the
hardware. Turning to hardware tuned
or designed for NNs allows designers
to implement significantly more ambi-
tious applications like self-driving cars.
These depend heavily on the ability of
the system to employ NNs for image rec-
ognition, sensor integration, and a host
of other chores.

Hardware acceleration is the only
way to deliver high-performance ML
solutions. A microcontroller without
ML hardware may be able to run an ML
application for checking the motor it’s
controlling to optimize performance or
implement advanced diagnostics, but it
falls short when trying to analyze video
in real time.

Likewise, processing larger images at
a faster rate is just one ML chore that
places heavy demands on a system. A
plethora of solutions are being devel-
oped and delivered that provide orders
of magnitude more performance to
address training and deployment. In
general, deployment needs are less than
systems doing training but there are no
absolutes when it comes to ML.

This year’s Linely Spring Proces-
sor Conference was almost exclusively
about AT and ML. Most of the presen-

tations addressed high-performance
hardware solutions. While many will
land in the data center, a host of others
will wind up on “the edge” as embedded
systems.

WAFER-SCALE INTEGRATION
TARGETS MACHINE LEARNING
Creating new architectures are mak-
ing ML platforms faster; still, there’s an
insatiable need for more ML computing
power. On the plus side, it’s ripe for par-
allel computing and cloud-based solu-
tions can network many chips to handle
very large or very many ML models.
One way to make each node more
powerful is to put more into the com-
pute package. This is what Cerebras Sys-
tems’ Waferscale Engine (WSE) does
with identical chips, but it doesn’t break
up the die (Fig. I). Instead, the connec-
tions between chips remain, making the

1. Shown is Cerebras’ Wafer Scale Engine (WSE) machine-learning solution (a). It’s

designed to be used as is, not broken up into individual chips. Cerebras’ WSE needs a
water-cooled system to keep it running without a meltdown (b). (Source: Cerebras Systems)
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Keystone Electronics is a world-class designer and manufacturer of battery hardware products including contacts, clips, holders,
retainers and straps for coin, button cell, cylindrical batteries, 9 volt, Lithium, Lithium-lon and rechargeable chemistries with built-
in PCB protection circuits to accommodate all major manufacturers’ batteries and chemistries.

Keystone battery hardware is available in a wide variety of mounting styles to fit every design requirement. Clips, Contacts &
Holders are available in Thru-Hole Mount (THM), Surface Mount (SMT), as well as pre-wired holders and straps. All Keystone
battery connectivity products are designed with leading-edge technology in mind.

IT'S WHAT'S ON THE INSIDE THAT COUNTS

=== —I'FFD--NICS CORP

View our Dynamic Catalog M70 at www.keyelco.com
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Request a copy of our Product Design Guide M70
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Machine Learning

46,225-mm? silicon solution the larg-
est complete computing device with
1.2 trillion transistors that implement
400,000 AI optimized cores. The die has
18 GB of memory with 9 petabytes per
second (PB/s) of memory bandwidth.
The fabric bandwidth is 100 petabits per
second (Pb/s). The chip is implemented
by TSMC using its 16-nm process.

Each chip is power-efficient; however,
packing this much computing power
in a small package leads to lots of heat.
Multiple die are put into one water-
cooled system. Multiple systems can fit
into a standard rack with Ethernet con-
nections, allowing very large systems to
be constructed. The interconnect and
computational support have been opti-
mized to handle sparse neural networks
that are common for most applications.

SPIKING NEURAL NETWORK
HARDWARE

Spiking neural networks (SNNs)
have different characteristics than
DNNs. One advantage with SNNs is that
the support for learning is on par for
deployment, whereas DNNs require lots
of data and computational capabilities
for training compared to deployment.
SNNss can also handle incremental train-

128

PCle 2.1 13c

M-Class CPU

Power
Management Unit
DMA Engines

Programmable
Pixel-Spike
Converter

Generic Data-
Spike Converter

Conversion
Complex

Neuron Fabric

2. The AKD1000 neuron fabric developed by BrainChip
supports spiking neural networks. A Cortex-M4 man-

ages system resources.

10

ing. Furthermore, SNNs require less
computational overhead because they
only process neurons when triggered.

BrainChip’s AKD1000 Neural Net-
work SoC (NSoC) can handle both
DNNs and SNNs. The architecture sup-
ports up to 80 neural processing units
(NPUs)—the AKD1000 has 20 NPUs
(Fig. 2). A conversion complex imple-
ments a spike event converter and a
data-spike event encoder that can han-
dle multivariable digital data as well as
preprocessed sensor data. The SNN sup-
port only processes non-zero events.

The AKD1000 benefits from sparsity
in both activations and weights. It sup-
ports quantizing weights and activa-
tions of 1, 2, or 4 bits, leading to a small
memory footprint. NPUs communicate
events over a mesh network, so model
processing doesn’t require external CPU
support.

Tenstorrent also targets SNN applica-
tions with its Tensix cores. The cores
have five single-issue RISC cores and
a 4-TOPS compute engine. A packet
processing engine provides decoding/
encoding and compression/decompres-
sion support along with data-transfer
management.

As with most SNN platforms, Tensix
cores can be used on the edge
or in the data center. They pro-
vide fine-grained conditional
execution that makes the sys-
tem more efficient in process-
ing SNN ML models. The sys-
tem is designed to scale since

E

it doesn’t use shared memory.
It also doesn’t require coher-
ency between nodes, enabling
a grid of cores to be efficient
connected via its network.
GrAI Matter Labs also tar-
gets this event-driven ML
approach with its Neuron-
Flow technology. The GrAl
One consists of 196 neuron

2z
za
h'ﬂ
£ ]

cores with 1024 neurons/core,
which adds up to 200,704 neu-
rons. A proprietary network-
on-chip provides the intercon-

nect. No external DRAM is needed. The
SDK includes TensorFlow support.

CNNs, DNNs, AND MORE

Convolutional neural networks are
very useful for certain kinds of applica-
tions like image classification. SiMa®
optimized its chip for CNN workloads.
By the way, sima means “edge” in San-
skrit. The chip is also ISO 26262 ASIL-
B compliant, allowing it to be used in
places where other chips aren’t suitable,
such as automotive applications.

Flex Logix is known for its embed-
ded FPGA technology. The company
brought this expertise to the table with
its nnMAX design and the InferX X1
coprocessor. The nnMAX array clus-
ter is designed to optimize memory use
for weights by implementing Winograd
acceleration that handles input and out-
put translation on-the-fly. As a result,
the system can remain active, while oth-
er solutions are busy moving weights in
and out of external memory. The chip
supports INT8, INT16, and BFLOAT16.
Multiple models can be processed in
parallel.

Grogq’s Tensor Streaming Processor
Chip (TSP) delivers 1 petaoperations
per second, running at 1.25 GHz using
INT8 values. The chip architecture also
enables the system to provide this high
level of performance by splitting data
and code flow. The 20 horizontal data-
flow superlanes are managed by the ver-
tical SIMD instruction flow. Identical
east/west sections let the data flow in
both directions. There are 20 superlanes
with 16 SIMD units each.

PROCESSORS AND DSPs

Special ML processors are the order
of the day for many new startups, but
extending existing architectures garners
significant performance benefits while
keeping the programming model con-
sistent. This allows for easy integration
with the rest of an application.

Cadence’s Tensilica HiFi DSP is now
supported by its HiFi Neural Network
library in addition to the Nature DSP
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library that handles vector math like
FFT/FIR and IIR computations. The
8-/16-/32-bit SIMD and Vector FPU
(VFPU) support provides efficient sup-
port for neural networks while enabling
a custom design DSP to include custom-
er-specific enhancements.

CEVA'’s SensPro sensor hub DSP com-
bines the CEVA-BX2 scalar DSP with
a NeuPro AI processor and a CEVA-
XMS6 vision processor. The wide SIMD
processor architecture is configurable
to handle 1024 8-x-8 MACs, 256 16-x-
16 MACs, or dedicated 8-x-2 binary-
neural-network (BNN) support. It can
also handle 64 single-precision and 128
half-precision floating-point MACs.
This translated to 3 TOPS for the 8-x-
8 network’s inferencing, 20 TOPS for
BNN inferencing, and 400 GFLOPS for
floating-point arithmetic.

The DesignWare ARC HS processor
solution developed by Synopsys takes
the tack of having lots of processors
to address the ML support. This isn’t
much different than most solutions, but
it’s more along the lines of conventional
RISC cores and interconnects that are
typically more useful for other applica-
tions.

AMD isn’t the only x86 chip producer.
Via Technologies has its own x86 IP and
its Centaur Technology is making use
of that. The x86 platform is integrated
with an AI Ncore coprocesessor tied
together by a ring. The Ncore utilizes a
very wide SIMD architecture organized
into vertical slices to provide a scalable
configuration, making future designs
more powerful. The chip can deliver 20
TOPS at 2.5 GHz.

I've previously covered the Arm
Cortex-M55 and Ethos-U55 combina-
tion. The Cortex-M55 has an enhanced
instruction set that adds a vector pipe-
line and data path to support the new
SIMD instructions. The DSP support
includes features like zero overhead
loops, circular buffers, and bit reverse
addressing.

Still, as with other architectures, a
dedicated Al accelerator is being added
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3. Nvidia’s Jensen Huang just pulled this motherboard out of the oven. It has eight A100-

based GPGPUs specifically designed for Al acceleration.

to the solution—namely, the Ethos-U55
micro network processor unit (microN-
PU). It supports 8- or 16-bit activations
in the models, but internally, weights
will always be 8 bits. The microNPU is
designed to run autonomously.

While the V in RISC-V doesn’t
stand for vectors, SiFive’s latest RISC-V
designs do have vector support that’s
ideal for neural-network computational
support. What makes this support inter-
esting is that the vector support can be
dynamically configured. Vector instruc-
tions work with any vector size using
vector-length and vector-type registers.
The compiler vectorization support
takes this into account. The VI2, V17,
and VI8 platforms target every applica-
tion space through the data center.

EXTENDING FPGAs AND GPGPUs

Xilinx’s Versal adaptive compute
acceleration platform (ACAP) is more
than just an FPGA. The FPGA fabric is
at the center, providing low-level cus-
tomization. However, there are hard
cores and an interconnect network sur-
rounding it. The hard cores range from
Arm Cortex CPUs for application and
real-time chores along with Al and DSP
support.

I left Nvidia to the end, as the compa-
ny announced its A100 platform at the
recent, virtual GPU Technology Confer-
ence (Fig. 3). This GPGPU incorporates
a host of ML enhancements, including
sparsity acceleration and multi-instance
GPU (MIG) support. The latter provides
hardware-based partitioning of the
GPU resources that allow more secure
and more efficient operation. Large-
scale implementations take advantage
of the third-generation NVLink and
NVSwitch technology that tie multiple
devices together.

The plethora of machine-learning
options includes more than just the
platforms outlined here. They reflect
not only the many ways that ML can
be accelerated, but also the variety of
approaches that are available to devel-
opers. Simply choosing a platform can
be a major task even when one under-
stands what kind of models will be used,
and their possible performance require-
ments. Likewise, the variants can offer
performance differences that are orders
of magnitude apart. System and appli-
cation design has never been more
exciting or more complicated. If only we
had a machine-learning system to help
with that. B
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How and Why
Standardization Will Benefit
the E-Textile Industry

In e-textiles, developers spend too much time finding out which component works
with which. What the industry needs is a collaborative effort in the electronics and
textile industries to work toward common standards.

-textile is a booming mar-

ket in the electronics sec-

tor—and in the textile sec-

tor. Being at the crossroads
of two industries has problems of its
own. Christian Dalsgaard, founder and
former CTO of Ohmatex in Denmark,
learned that the hard way while devel-
oping state-of-the-art wearables for the
European Space Agency, among oth-
ers. He argues for standards in e-textile.
Senior Technology Editor Bill Wong
chats with Christian about this growing
need.

WHICH PROBLEMS ARE SHAPING
E-TEXTILE NOWADAYS?

There are two clusters of problems—
the first cluster has to do with the central
challenges of e-textile. The most impor-
tant one is unifying something hard with
something soft, something rigid with
something flexible. Also, you need to
make a device as small as possible, while
maintaining its performance. And then
there’s the challenge to make cabling,
connectors and electronics sealing that
will survive hostile environments—
sweat, washing machines, tumble dry-
ers, to name the most obvious.

The second cluster of problems is
about the fact that two supply chains
are involved in e-textile. One is con-
centrated around the traditional tex-
tile industry, where there’s a group of
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companies involved in the production
of conductive yarn, sensing fabrics, and
confectioning garments. The other is
concentrated around the production
of electronics and mechanical compo-
nents, involving robotics and automated
processes.

Textile and electronics are coming
together in e-textile, but they come from
very different backgrounds. Some of the
elements include price points that are
very different and the manufacturing
process for cloth is still labor-intensive.

Moreover, the turnaround time in
fashion is short. There needs to be a new
collection every three months, whereas
the turnaround time in electronics is on
average two years. Of course, there are
exceptions—certain headphones from
2007 are still hot and being sold.

People working in electronics are gen-
erally nerds rooted in STEM, while in
textile they hate mathematics and sci-
ence. There’s also a gender factor. In the
textile industry, there’s a predominance
of women, while in electronics you’ll
find mostly men.

The gender aspect influences the
industry on many levels, from the people
working in it to the solutions consumers
are interested in. Women choose clothes
for being comfortable, or for expression,
while expression is much less of an issue
for men, who rather look for functional-
ity in their clothes—to protect them-

selves from heat or cold. These factors
play a minor role in electronics.

In short, each industry has its own
standards and accepted solutions,
embedded in very diverse industrial his-
tory and cultures.

WHICH PROBLEMS IN E-TEXTILE
ARE SUFFERING MOST FROM THE
LACK OF STANDARDIZATION?

Imagine a world of mobile phones
without USB or Bluetooth standards. A
supplier would need to develop head-
sets, hands-free car kits, loudspeak-
ers, and many other accessories—each
device individually designed for a spe-
cific brand. This is the situation e-textile
is in, which we need to get out of as fast
as possible.

First, let’s discuss connectors. They
need to be soft and easy to integrate,
but most of them are clumsy, rigid, and
hard, especially in the military. Connec-
tors in the consumer market, such as
USB and USB-C, are much more con-
sumer-friendly because they’re small
and widely used. However, they’re frag-
ile when applied to cloth, and tend to
gather dirt and washing powder when
being washed.

We struggled with the connector in
the PLACE-it project—a project Ohma-
tex was involved in with, among others,
Philips. For this project, we developed
a connector for light-emitting textiles

MAY /JUNE 2020 ELECTRONIC DESIGN



used in phototherapy medical devices
for treating babies with jaundice, or peo-
ple with skin disease. To properly make
the connector, we had to develop it from
scratch. It was a beautifully thin and
flexible interconnect that we unfortu-
nately couldn’t afford to upscale because
there was no standard we could apply to
the thin design.

Another problem is wiring for both
power and data transfer, which needs to
be flexible and must be sewn or glued
into seams. There are no bus standards,
textile cables, or washable interconnects
that can be used straight out of the box.
You need to combine a mix of wires, tex-
tile yarns, and elastic weaving methods
with custom, specific connectors. And
you need to solve the strain relief to pre-
vent the wires from breaking quickly.
Finally, you need shielded cables to iso-
late radiation and radio interference.

Making wearable processing units are
a nightmare, too. A skiing jacket with
heating elements, for example, needs a
controlling unit with an on/off switch,
an LED panel, and controls for power
level, temperature levels etc. The same
goes for ECG shirts, where the inter-
face controls are very similar. If you were
building a computer, you would buy, for
instance, a standard network board, a

graphic card from Asus or G-force—
components that are plug-and-play.

In e-textile, you sit together with an
electronic engineer who has, by that
time, already been working on it for
months—ordering resistors, capacitors,
ICs; working at a breadboard, etc. And
then you’re only just getting started!
Compared to making computers, mak-
ing a garment in e-textile is like making
the garment AND having to invent zip-
pers, reflectors, yarn, a sewing machine
and a washing machine—and don’t for-
get the washing powder, too!

Developers are struggling not only
with the absence of standards, but also
with the non-existence of industrially
proven solutions. You can find breath-
able and stretchable conductive fab-
rics that are used for many bio-sensing
applications, like ECG, skin temperature
measurement, and motion capturing.

But such fabrics are hard to fixate to
a foil-based electronics board, which is
industry standard in electronics. There’s
no glue specifically developed for this
purpose, so as a developer you need to
conduct a lot of experiments yourself
with pressure, heat, etc., before you can
find the right combination that works
for the wear and tear endured by that
e-textile.

Speaking of wear and tear, washing is
a good example of where the two supply
chains need to join forces and be will-
ing to venture out in each other’s field
of expertise. Take, for instance, soft dis-
playing—they have to endure washing
when built into a sleeve. Here respon-
sibility lies with both parties, but some
people in electronics have been known
to elegantly drop the responsibility like
a hot potato, saying “washing is not our
task”

Yet I have also witnessed the textile
side saying the same thing: “Oh, that’s
electronics, we know nothing about
that.” Yes, but in the case of washing
there is, for obvious reasons, far more
expertise on the textile side than on the
electronics side! You can see how this
slows down the development process.
More expertise in stressing electronics,
and standards for it, would benefit the
whole e-textile industry significantly.

SO, WE CAN AGREE ON THE NEED
FOR STANDARDIZATION IN
E-TEXTILE.WHAT’S NECESSARY TO
MOVE FORWARD?

What e-textile needs is a collabora-
tive effort, in both the electronics indus-
try and textile industry, to work toward
common solutions for interconnects,
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data and power buses, wearable pro-
cessing units, soft displaying, and ener-
gy harvesting. An e-textile developer
should in principle only be concerned
about sensor integration, the indus-
trial design of body-worn devices, and
embedded software for the applications.

The big question is, of course, how

to bring about such common solutions.
In the 1980s, Bill Gates formed a part-
nership with IBM to bundle Microsoft’s
operating system with IBM computers.
That was a tremendous breakthrough
for the whole software industry, because
now you didn't need to manage program
execution, files access, display inter-
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face, and devices like the keyboard and
mouse.

A similar revolution is needed for
e-textiles, but it’s not going happen in a
startup, like Microsoft was at the time,
because the cost is too high for a single
company. Also, many skills like indus-
trial design, electronics design, textile
engineering and embedded software
are necessary to make it happen. It is
more a merger of existing technologies
rather than a completely new approach,
like the Microsoft/IBM combination
was. Such a merger will not take place
overnight. It will be an incremental pro-
cess rather than a paradigm shift, and a
process that’s hard to predict, given the
number of players involved.

With Bluetooth, inventor Ericsson
organized a Special Interest Group with
four other companies initially, who
pooled their knowledge and experience
and added to the Bluetooth technology
through the years. This helped develop
and refine Bluetooth technology, and it
got even better when more companies
came on board and helped establish the
standard.

On the hardware side, USB is an
example of a standard solution that
gained permanence in the market
thanks to collaboration between pro-
ducers of computers and producers of
devices. Growth of USB was also greatly
helped by the release of Windows 98 and
the adoption of USB by Apple, which
dropped all other connections in favor
of a USB port with the introduction of
the first iMac.

WHAT CAN E-TEXTILE LEARN
FROM THESE EXAMPLES?

Trends and movements toward stan-
dardization and/or merging are already
happening in textile and electronics.
In 2004, when I started out in e-textile,
we had to develop our own conduc-
tive yarns. This is no longer necessary
because many yarn manufacturers have
developed a variety of very good prod-
ucts with excellent conductive proper-
ties and strength. The IPC D-72 E-Tex-
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tiles Materials Subcommittee is now
able to finalize a standard IPC-8921,
covering requirements for conductive
fibers and conductive yarns, including
standardized key characteristics, dura-
bility testing, and industry test methods.

Such standards are the result of a
retrospective effort. What’s needed to
speed it up is a proactive development
in both the electronics and textile indus-
tries to define standards for a more com-
prehensive microsystems architecture.

SmartX-Europe has taken a stab at
doing this (Fig. 1), but as you can see,
it’s still a pretty complicated framework
in which the two industries have yet to
really merge. Also, End-of-Life needs
more elaboration, since sustainability
has become a major factor in the whole
process of e-textile.

If we stick to this model, I think that
the e-textile industry as a whole should
concentrate on the two left-hand green
“bubbles”: Textile Electronics Objects
Assembly and Smart Textiles Assembly.

The OSI seven-layer model for com-
munication stacks became the reference
model for not only protocols, but also
physical components like Ethernet con-
nectors, routers, and switches. Having
such a framework could be a great step
for smart textiles. I could envision a
model consisting of four layers (Fig. 2).

One layer covers standards for yarns
and fabrics and the transition between
the flexible textile substrate and hard
connections point. Its basically to adapt
existing flexprint standards for foil to
also include textiles. The next layer is
the connection layer, where we desper-
ately need a flat magnetic USB-T con-
nector that’s washable and that could be
attached to textiles like any other snap
fasteners from underwear to outdoor
jackets.

On the IoT layer, I want standard
electronics modules that can be sliced
or snapped to a connector, providing a
suitable programming platform with a
full Bluetooth BLE/Wi-Fi stack, wire-
less charging, and a standard I/O bus for
sensors based on USB, so that we have
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an interoperability between the connec-
tion layer and the IoT layer. On the care
layer, standards for washing and tumble-
drying wearables and other textile inte-
grated technology can be defined.

I would also argue for choosing pos-
sible areas or ranges of components
for standardization carefully. Some are

more mature for standardization than
others. Soft displaying, as mentioned
above, and power are fields where lots
of exciting new things are happen-
ing. Many companies are working on
autonomous harvesting, meaning that
the wearer is simultaneously consuming
and producing power—power is har-
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vested from the wearer’s movements.

Autonomous harvesting is at a very
dynamic stage, where standardization
would delay further development and
optimization. But in other areas where
development is leveling now, like hous-
ing or interconnects, standardization
would greatly help the whole of the
e-textile industry.

PRACTICALLY SPEAKING, HOW
WOULD YOU ORGANIZE THIS
PROCESS?

I would suggest setting up an alliance
of important players in the whole value
chain, meaning both textile and elec-
tronics, pledging to work out a Smart
Textile Standard for main elements that
are leveling now in e-textile. I would
start with connectors. I think this seems
to be the most promising approach with
the least amount of effort. We can learn
from that process, then take on another
element and work our way forward.

To do this, we need to find financial
support before June 2020 so that the
alliance can start. Then we could have
a preliminary standard ready by the
end of 2021. Together with skilled and
knowledgeable people from the smart
textile industry, we are right now work-
ing on establishing a Centre of Excel-
lence in London, which could be up and
running by June to support the alliance.

The vision is to make electronics soft
and textiles smart by globally align-
ing and standardizing the smart textile
industry on the four layers described
in Figure 2. The mission would be to
develop standards and lead successful
cross-industry alliances.

HOW WOULD YOU CONVINCE THE
MAIN PLAYERS IN THE E-TEXTILE
INDUSTRY TO JOIN YOU?

E-textile is on the brink of entering
new markets in medical, gaming, and
sport if we can provide standard com-
ponents and reach a price point where
we can compete with handheld devices.

Take the Google Jacquard by Levi’s,
where an interactive cuff communicates
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with your smartphone through an app.
That way you can access vital apps and
functions just by tapping the cuff and
hear information and music through
your earphones. Right now, Levi’s
starting price of 198 U.S. dollars for
the classic Trucker Jacket with Google
Jacquard technology is more than 100
dollars higher than a traditional Trucker
Jacket. For the technology to become
more competitive, this price needs to
go down.

But an even bigger impending break-
through is a thin emulating glove, which
is basically a textile hand-shaped sensor
and accelerometer. It registers move-
ments and translates them into 3D
images. The same principle is already
being used in the film industry, only
with painted dots on an actor’s head,
body, and limbs. Such a glove technique
renders work with laser setups in studios
and labs obsolete. An athlete, actor, or
patient now only needs to wear emu-
lating garments. In addition to the film
industry, those within the sports, medi-
cal and gaming industries can use this

technique to enhance user experience,
but at much lower costs than required by
present-day techniques.

The crucial issue here is standardiza-
tion of the required components. And
for this we need an attitude of finding
common interests between two totally
different industries. Importantly, peo-
ple should work together and share an
interest in finding solutions. Another
key element is that we need to work with
open standards.

In return, the partner companies
in the alliance will benefit from being
first-movers and gain close technical
insight into the solutions discovered
by the alliance. Think of Bluetooth,
its logo visible on all sorts of devices.
Whoever finds a new solution will have
the support of all partners in the supply
chain because they are the clients. They
rely on the new technology that’s been
developed. This creates a critical mass
in a short timespan, which is crucial for
creating a new market or penetrating
existing ones. We're just one step away
from making this happen. &8l
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24V to 220 V Precision
Operational Amplifier

Yihang Yang, Applications Engineer

Introduction

The ADHV4702-1 is a high voltage (220 V), unity-gain stable
precision operational amplifier. The next generation of propri-
etary semiconductor processes and innovative architecture
from Analog Devices enable this precision operational
amplifier to operate from symmetrical dual supplies of +110'V,
asymmetrical dual supplies, or a single supply of 220 V.

The Industry’s First 220 V Precision
Operational Amplifier

The ADHV4702-1 has a 170 dB typical open-loop gain (A,
and a 160 dB typical common-mode rejection ratio (CMRR).
The ADHV4702-1 also has a 2 uV/°C maximum input offset
voltage (Vys) drift and an 8 nV/VHz input voltage noise. The
exceptional dc precision of the ADHV4702-1 is complemented
by excellent dynamic performance with a small signal band-
width of 10 MHz and a slew rate of 74 V//us. The ADHV4702-1 has
an output current of 20 mA typical. In addition, its unique fea-
tures such as adjustable supply current, slew boosting circuitry,
and flexible exposed pad bias voltage make this part the ideal
high voltage solution for a wide range of applications.

5 kQ 100 kQ

il—

ADHV4702-1

Figure 1. ADHV4702-1 output swing circuit and capability.

Applications

ADHV4702-1 is the first amplifier in the market that offers
high voltage and precision performance in a small form factor.
The ADHV4702-1 solves difficult design challenges and can be
used in many different applications such as automated test
equipment, life sciences, LIDAR, and healthcare. In automated
test equipment applications, the device can be used for high-
side current measurement and high voltage precision supply
generation. For life sciences, the ADHV4702-1 can be used to
provide precision high voltage control for mass spectrometry
systems. In LIDAR applications, it can be used to accurately
control the APD bias voltage. In healthcare applications, the
product can be used to tightly control the bias point of silicon
photomultipliers.

12-Lead, 7 mm = 7 mm LFCSP Compliant
with IEC 61010-1 Spacing

The ADHV4702-1 is available in a 12-lead, 7 mm x 7 mm
lead frame chip scale package (LFCSP) with an exposed
pad compliant to International Electrotechnical Commission
IEC 61010-1 creepage and clearance standards. This package
significantly reduces the solution size and simplifies system
architectures by eliminating supporting components like dc-to-
dc converters and floating supplies.
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Figure 2. ADHV4702-1 precision performance.
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Notes:

1. Reserved. These pins are internally connected.
Float or tie these pins to the digital ground.

2. Exposed thermal pad. No internal electrical
connection. Tie EPAD to external ground plane
and/or heat sink for thermal management.

Figure 4. ADHV4702-1 pin configuration.
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Military Electronics
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iINg-Edge Video Solutions

Essential for Enhanced
Situational Awareness

Situational awareness is
a critical capability in
the battlefield. Tools and
technologies, including
real-time sensors,

video displays, mission
computers, and video-
distribution systems, are
evolving to bring new
advanced solutions to the
warfighter.

hile several

definitions
exist for situ-
ational aware-
al understanding,

ness it

they all share the ideas expressed in the
Reconnaissance, Surveillance, and Tar-
get Acquisition (RSTA) squadron defi-
nitions provided by Major Brad C. Dos-
tal, a military analyst at the U.S. Center
for Army Lessons Learned (CALL)
(https://www.globalsecurity.org/military/
library/report/call/call_01-18_ch6.htm).
Situational awareness is “the ability to
maintain a constant, clear mental pic-
ture of relevant information and the tac-
tical situation, including friendly and
threat situations as well as terrain”
According to Dostal, situational
understanding allows leaders to avoid
surprises, make rapid decisions, and
choose when and where to conduct
engagements, as well as achieve deci-
sive outcomes. It’s “the product of
applying analysis and judgment to the
unit’s situational awareness to deter-
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leveraging the power
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mine the relationships of the factors
present and form logical conclusions
concerning threats to the force or mis-
sion accomplishment, opportunities
for mission accomplishment, and gaps
in information”

Raw data becomes valuable informa-
tion that leads to knowledge and under-
standing (Fig. 1).

Situational awareness is also a key
component in the Observe, Orient,
Decide, Act (OODA) loop developed in
the mid-20th century by U.S. Air Force
Colonel John Boyd, a military strategist.
The OODA loop is a four-step approach
to decision-making that focuses on fil-
tering available information, putting it
in context, and quickly making the most
appropriate decision while also under-
standing that changes can be made as
more data becomes available.

SITUATIONAL AWARENESS TOOLS
AND TECHNOLOGIES ARE ALWAYS
EVOLVING

The tools and technologies that pro-
vide situational awareness are continu-
ously evolving. In the earliest days of
battle, it was a huge advantage to have a
map. Later, sextants became an impor-
tant situational awareness tool. And on it
goes through the invention of still cam-
eras, video cameras, global positioning
systems (GPS), and other innovations.

As technologies continue to advance,
increasingly sophisticated onboard sen-
sors and mission systems have become
the eyes and ears for everyone on
ground and air platforms. And cutting-
edge video solutions have become the
best way to get all of this information to
warfighters in a fast and effective way

(Fig. 2).
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Strengthening Situational Awareness

A look at the different levels of video
systems available for ground vehicles
illustrates the effect that increasingly
advanced technologies have on situ-
ational awareness:

 The most basic video systems allow
warfighters who are in the vehicle
or operating it remotely to view the
images from one vehicle-mounted
camera at a time, providing a rudi-
mentary level of visibility.

o Multi-display and picture-in-pic-
ture solutions enable warfighters to
simultaneously view images from
multiple vehicle-mounted cameras
so that they can consider their sur-
roundings on all sides of the vehicle
at all times. With potentially more
than a dozen camera views to
choose from, warfighters can eas-
ily access the optimal combination
of views for the task or maneuver
they’re executing.

o 360-degree video systems give
warfighters an even higher level of
situational awareness. These sys-
tems blend accurate, fully stitched
images from all vehicle-mounted
cameras into a seamless, panoram-
ic image that most closely resem-
bles what the human eye sees.

The next step is to move this crucial
insight and visibility right into warfight-
ers’ helmets or visors. In the next five
years or so, we can expect to see AR solu-
tions that put the video feeds, maps, GPS
coordinates, speed indicators, and other
information warfighters need right in
their field of view. They will be able to use
intuitive gestures to control the informa-
tion they see at each phase of task execu-
tion, similar to movie depictions.

REQUIREMENTS AND
CONSIDERATIONS FOR ENHANCED
SITUATIONAL AWARENESS
SOLUTIONS

The goal of every enhanced situation-
al awareness solution is to get the right
information to the right person at the
right time in a form that can be rapidly
assimilated and used. The only way to
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achieve this goal is to deploy end-to-end
video solutions where all system compo-
nents are seamlessly integrated.

Any other approach introduces sig-
nificant risks, including interoperabil-
ity issues, increased latency, increased
complexity, and more challenging main-
tenance and upgrades. These short-
comings will make it far too difficult to
acquire, distribute, and intuitively pres-
ent the extremely high volumes of data
that will be available in the battlespace
of the future.

The end-to-end architecture for
enhanced situational awareness varies
depending on the specific application
and platform. However, most solutions
require sensors in addition to video,
mission computer, and a video distribu-
tion system (VDS).

As technologies evolve, architectures
will also evolve. As a result, each system
component must be:

o Flexible

o Adaptable

» Expandable

o Interoperable

« Easy to deploy, use, and upgrade

o Low SWaP

Extremely low video-system latency
is also essential for providing warfight-
ers with complete confidence that what
they’re seeing is the reality at the time.
If information is delayed and warfight-
ers are uncertain about their situation,
they’re far more likely to hesitate when
responding to threats, collide with
obstructions or humans, or unknow-
ingly enter dangerous territory.

To reduce latency end to end, each
video system component must function
in as close to real time as possible:

o A United Kingdom Ministry of
Defence study found that military
vehicle drivers can safely drive a
vehicle through a visual display
when the overall video-system
latency is 40 ms or lower.

o A study looking into the effects of
video latency on general situational
awareness found that warfighters
remain adequately aware of their

surroundings when overall video-
system latency is 160 ms or lower.

REAL-TIME SENSORS

The sensors that capture information
range from high-definition, thermal,
and infrared cameras to GPS, radar,
speed indicators, and other platform
systems. While the data from video
cameras is typically compressed before
it’s sent to the mission computer for pro-
cessing, data from other systems may be
sent in the raw form.

MISSION COMPUTER
With increasingly sophisticated
adversarial threats and advances in vid-
eo technologies, many enhanced situ-
ational awareness solutions now require
computer-processing capabilities.
When computer processing is add-
ed, video systems can manipulate vid-
eo feeds to enable video blending and
video stitching. They can layer regular
camera feeds with infrared and thermal-
imaging feeds. And, they can display
mapping and telemetry data and image
metadata along with video streams.
When these advances first came along,
it seemed logical to add computer-pro-
cessing capabilities to the back of the
mission display. Since then, technology
has continued to evolve, and all-in-one
video-display and computing solutions
no longer have an obvious advantage
over simple, standalone displays. In many
cases, a simple video display connected to
a separate computing component is the
better choice because it:
o Reduces the cost of computer pro-
cessing compared to smart displays
o Simplifies upgrades to computer
processing capabilities
o Increases deployment flexibil-
ity and improves thermal manage-
ment in SWaP-constrained spaces

VIDEO DISTRIBUTION SYSTEM

The video distribution system, or
VDS, is the central “brain” of the video
system. These video gateways, switches,
or multiplexers manipulate the image
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Strengthening Situational Awareness

and information feeds before outputting
the results to the mission displays.

To increase situational awareness,
many video-distribution solutions pro-
vide a range of image configuration
options. The most sophisticated solu-
tions can simultaneously deliver mul-
tiple video streams to multiple displays.
They also allow warfighters to quickly
and easily manipulate views with the
touch of a button. Key viewing features
to look for include:

o Real-time views with zoom capa-

bilities

 Simultaneous camera views using

picture-in-picture technology and
window overlays

o Video streaming and blending

capabilities

The VDS must also provide high-
performance processing and extensive
I/O to support connections to multiple
sensors and displays in an extremely
SWaP-friendly form factor. And it must
require minimal wiring. For example,
it’s mandatory that all video streams sent
to a single display travel over a single
connection between the distribution
technology and the display.

Finally, the VDS must be able to syn-
chronize the video streams from all
video cameras and other sensors; add
diagnostic data, text, and graphics to put
the visuals in context for warfighters;
and then deliver it to mission displays
with extremely low latency.

MISSION DISPLAYS

Mission displays must be rugge-
dized, lightweight, high-resolution, and
extremely responsive. There have been
numerous advances in display tech-
nologies over the last decade, and each
one plays an important role in helping
warfighters quickly and easily assimilate
mission-critical information:

o High-brightness LED backlights
make displays easy to read in low-
light conditions.

o Fully bonded displays are highly
reliable, reduce reflections, and
provide superior clarity and con-

trast compared to legacy non-
bonded displays.

o Projected capacitive (PCAP)
touchscreens support intuitive,
multitouch gestures, don’t require
a stylus, and can be used while
wearing gloves. They’re also light-
er weight and more durable than
resistive touchscreens.

o LCD technology provides more
viewing angles, allowing warfight-
ers to easily see the information on
the screen from the side as well as
the front.

o Anti-reflection and anti-glare coat-
ings provide better visibility in
bright light conditions.

END-TO-END VIDEO SOLUTION
FOR ENHANCED SITUATIONAL
AWARENESS

Curtiss-Wright’s end-to-end vid-
eo solutions help improve situational
awareness today and pave the way to
even more enhanced situational aware-

3. Curtiss-Wright’s ground vehicle display
units (GVDUs), designed specifically

for ground vehicle system applications,
feature multipoint PCAP touchscreen
technology for ease of use.

4. The RVG-MS1 Multi-Sensor Rugged
Video Gateway is a multi-input solution
for processing sensor inputs for
distribution to a vehicle display. Its
graphical user interface (GUI) enables the
operator to select the operational view
that best benefits the mission.
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ness solutions of tomorrow. To maximize flexibility and sim-
plify evolution, the company takes a building-block approach
to video-system design, providing ruggedized mission dis-
plays, video distribution systems and video recorders, as well
as complete video management systems.

Examples of situational awareness system building blocks
include:

 Ground vehicle display units (GVDUs) (Fig. 3) that fea-
ture ruggedized PCAP touchscreen displays designed for
the unique requirements of ground vehicles, where there’s
less light, more sand and water in the air, and greater need
to operate the display while wearing gloves.

o The RVG-MS1 Multi-Sensor Rugged Video Gateway
(Fig. 4), which provides 25 inputs and 20 outputs in a
unit that weighs only 3.25 kg (7.17 Ibs.) and requires only
80 W of maximum power. This SWaP-optimized video
gateway supports single, dual, triple, and quad views in a
variety of layouts.

o Advanced video display units (AVDUs) and single video
display units (SVDUs) that are ideal for large- and medi-
um-sized video solutions on airborne platforms.

o The VRDV7000, a lightweight, small-form-factor, dual-
channel HD video recorder that allows warfighters to
easily review recently captured video footage to verify
situations.

If critical computer processing power needs to be added
to these video solutions, small-form-factor, modular mission
computers like the ruggedized Parvus DuraCOR 8041 are ideal.

These ruggedized video solutions are designed and built to
withstand extreme temperatures, shock, vibration, sand, water,
and other challenging environmental conditions to ensure
long-term, reliable operation on any terrain and in any weather
conditions. They meet key industry standards, including:

o MIL-STD-461 for radiated emissions and electromag-

netic compatibility

o MIL-STE-1275E for power and electrostatic discharge

o MIL-STD-810 for environmental engineering design and
testing

« DO160-G for environmental and EMC/EMI

In addition, these solutions address the key technical chal-
lenges associated with reducing latency in individual solution
components and across the end-to-end solution. &l
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What’s the Difference?
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What's the Difference Between
an Embedded Hypervisor

and Separation Microkernel
with Virtualization?

Both hypervisors and separation microkernels with a virtualization layer support
multiple guest OSes, but one focuses more on virtualization features while the other
targets security and real-time performance.

ypervisors are used

widely in enterprise

servers, and the num-

ber of offerings in the

embedded space continues to ramp up.

Hypervisors are used for virtualization

and provide some level of isolation, but

they’re not the only option. Microker-

nels originated the embedded world,

and a separation microkernel is specially

designed for isolation and security. The

same virtual-machine technology used

in hypervisors can be added to a micro-

kernel to provide a virtualization solu-
tion when needed.

Both solutions provide the ability to

run multiple operating systems (OSes)
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in a virtualized environment, includ-
ing mixing OS types. Over time, the two
technologies have grown closer togeth-
er, but some significant differences still
exist in terms of latency, determinism,
and security.

A hypervisor, also known as a virtual-
machine monitor, is software designed to
create and run virtual machines (VMs),
each of which abstracts the hardware
platform and runs a guest OS. The hyper-
visor is responsible for isolating each VM
so that actions by one VM can’t compro-
mise another (Fig. 1). In keeping with
their enterprise server origins, hypervi-
sors and VMs are heavyweight constructs
that typically consume a great deal

of resources in terms of the code base,
memory footprint, and execution latency.

Hypervisors can be categorized as
Type 1 or Type 2. Type 1 hypervisors run
natively on the host hardware (i.e., “bare
metal”), whereas Type 2 hypervisors run
on top of a host OS. Type 1 hypervisors
generally provide higher performance
by eliminating one layer of software.
That assumes, however, that all or most
applications require virtualization. If
only a small percentage of applications
require virtualization, the overall system
performance can be higher with a Type
2 hypervisor.

For example, if most applications run
on a real-time OS (RTOS) and only one
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or two other applications need to run on
Linux or Microsoft Windows, then the
real-time applications can run on the
host OS and aren’t burdened by going
through a hypervisor. Only the applica-
tions that require virtualization need
to pay the virtualization performance
penalty.

A microkernel is an OS where the
only essential services are implemented
in kernel mode, and all other services
are implemented mainly in user space,
including device drivers, file systems,
networking stacks, and virtualization.
This leads to increased modularity, flex-
ibility, and robustness, as well as a small-
er, trusted compute base (TCB).

One specific type of microkernel is
a separation kernel, which allocates all
exported resources under its control
into partitions, and those partitions are
isolated except for explicitly allowed
information flows. Separation kernels
that are designed for the highest secu-

rity meet the Separation Kernel Protec-
tion Profile (SKPP) defined by the U.S.
National Security Agency (NSA), which
was created for the most hostile threat
environments.

A separation microkernel that
includes a virtualization layer has some
similarities to a Type 2 hypervisor in that
the virtualization layer runs on top of a
host OS and can be applied selectively
to only the applications that require vir-
tualization. However, it differs in that
the isolation function is provided by the
separation microkernel (in this case, the
host OS), and isolation is enforced even
between different instances of the virtu-
alization layer (Fig. 2).

VIRTUALIZATION FEATURES

Both hypervisors and microkernels
with a virtualization layer make use of
hardware acceleration for full virtualiza-
tion. On Intel processors, for example,
that includes Intel VT-x, EPT, and Intel

VT-d. Intel VT-x provides hardware
instructions for entering and exiting a
virtual execution mode where the guest
OS sees itself as running with full privi-
lege, while the host OS remains protected.
Extended Page Tables (EPT) provide vir-
tualization of the page tables that hold the
mappings from physical to virtual mem-
ory. Intel VT-d provides a hardware assist
for remapping direct-memory-access
(DMA) transfers and device-generated
interrupts. Even with those hardware-
acceleration technologies and similar
ones for other processors, a fair amount
of virtualization is still done in software.

Because of their enterprise heritage,
hypervisors sometimes provide a higher
limit on the number of VMs per host
and broader support of virtualization
management features. Those advanced
management capabilities might include
dynamic resource allocation, failover,
and live migration. Such capabilities can
vary greatly by implementation.
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What’s the Difference?

LATENCY AND DETERMINISM

Before common microprocessors
supported hardware acceleration of
some virtualization functionality, full
virtualization solutions were notorious-
ly low performance. Although modern
microprocessors provide a range of vir-
tualization support, a fair amount of I[/O
virtualization still needs to be handled
in software, such as device emulation,
bus emulation, and interrupt emulation
and routing.

In general, virtualization has lower
latency and higher performance with
a Type 1 hypervisor because it doesn’t
have to also go through a host OS. With
a Type 1 hypervisor, however, every
application must pay that virtualization
penalty. That includes real-time and
safety-critical applications.

In contrast, a microkernel with a
virtualization layer can have real-time
applications running directly on the
host OS while the non-real-time appli-
cations run on top of a virtualization
layer. The virtualization performance
penalty is larger for this approach, but
it’s only paid by the non-real-time appli-
cations. In that manner, all hard real-
time and safety-critical applications get
the low latency and determinism inher-
ent in the host RTOS.

Some hypervisors attempt to further
reduce latency by giving an application
the ability to run without a guest OS in
“bare-metal” mode, but that’s a misno-
mer. Even if the application doesn’t run
on a guest OS, it’s still running on top
of the hypervisor. If the goal is to run
a real-time, safety-critical, or security-
critical application with lower latency,
running without an OS isn’t the way to
get there. Almost all of those types of
target applications require tasking ser-
vices, semaphores, or message passing—
none of which are available in bare-met-
al mode.

SECURITY

Security can be the area of most sig-
nificant difference between a hypervisor
and a separation microkernel with a vir-
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tualization layer. Although security can
be the primary reason for considering
a hypervisor, it’s a myth that hypervi-
sors are inherently secure just because
they utilize hardware features to enforce
virtual address spaces and virtual I/O to
isolate VMs.

It would be more accurate to say that
the primary security protection pro-
vided by most hypervisors is simply
whatever the underlying hardware sup-

Realtime

App 1

Guest RTOS Guest RTOS

Realtime
App 2

ports through the MMU and IOMMU.
First, that hardware security only covers
some of what’s needed to isolate VMs,
and second, that hardware security only
helps isolate VMs and does nothing to
make the hypervisor itself more secure.
Because hypervisors run below the
guest operating system, a compromised
hypervisor isn’t detectable by the VM.
Such exploits even have a catchy name:
hyperjacking.

Realtime

App 3

Guest OS
(e.g. Linux)

Hardware System

A Type 1 hypervisor runs each application in a VM with its guest OS while not requiring a host

Os.
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Approved Communication
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Hardware System

A separation microkernel runs each application in a separate partition, and only those that

need a different OS run inside a VM with a guest OS on top of a virtualization layer.
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The likelihood of vulnerabilities gen-
erally is proportional to the size of the
attack surface. Hypervisors have the vir-
tualization software running in kernel
mode, making it part of the trusted com-
pute base (TCB), and that virtualiza-
tion code can be huge. Almost every call
from the guest OS to the kernel needs to
be trapped, examined, and determined
if the guest OS is permitted such access.

For a virtualization solution to be effi-
cient, it needs to virtualize sequences of
instructions instead of single instruc-
tions. Such look-ahead capability is just
one example of increasing the already
large code base of a hypervisor in pur-
suit of minimizing the virtualization
performance penalty.

By definition, a microkernel is built
with as little as possible running in ker-
nel mode, so the virtualization layer isn't
part of the TCB. That doesn’t mean that
the VMs are unprotected. Rather, the
separation microkernel provides the

isolation for every partition, whether
virtualized or not. Even if a vulnerability
occurs in the virtualization layer, such a
vulnerability can’t spread even to anoth-
er instance of the virtualization layer for
another VM. In that way, a separation
microkernel prevents hyperjacking.

Microkernels using separation kernel
technology can have the highest levels of
security and isolation. The proof of that
security level is certification to the SKPP
published by the NSA or similar secu-
rity standards such as Common Criteria
EALG6. Some hypervisors include some
separation kernel principles to improve
security, but no commercial hypervisor
has been certified to the SKPP or Com-
mon Criteria EALG6.

An example of a separation micro-
kernel with an optional virtualization
layer is the INTEGRITY-178 tuMP
RTOS from Green Hills Software.
INTEGRITY-178 is a safety- and secu-
rity-critical OS that has been certified

by the National Information Assurance
Partnership (NIAP) to meet the SKPP,
High Robustness, as well as Common
Criteria EAL6+. The INTEGRITY-178
tuMP RTOS extends that pedigree to
multicore processors.

Its optional virtualization layer runs
within partitions isolated by the separa-
tion kernel and allows one or more guest
OSes to simultaneously run alongside
safety- and security-critical functions
on the same microprocessor. The result
is a system that optimizes for safety,
security, and real-time performance
while enabling applications that require
additional general-purpose or legacy OS
support. &
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1. John Rushby, “The Design and Verification of
Secure Systems,” Eighth ACM Symposium on Oper-
ating System Principles, pp. 12-21, Asilomar, CA,
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rity Agency, “U.S. Government Protection Profile for
Separation Kernels in Environments Requiring High
Robustness,” Version 1.03, June 2007.
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PHILIPPE VEREECKEN | Scientific Director, Electrochemical Storage, imec

Solid-State Battery Tech
for Electric Cars:
Key to Greater Autonomy

With solid-state batteries,
electric vehicles should
be able to achieve an
autonomy (driving

range) matching—and
eventually surpassing—
that of cars with an internal
combustion engine.

EVOLUTION IN ENERGY DENSITY OF WET-LiB CELL
AND ROADMAP TARGETS FOR SOLID-STATE BATTERIES

Solid-State Li-Metal Battery cell
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1. The energy density of the Li-ion battery (LiB) cell has more than tripled since its market

introduction by Sony in 1991. Continuous improvements in LiB components with LiCoO,-

graphite chemistry resulted in an average increase of 25 Wh/I per year from 1995 to 2010.

Introduction of new active cathode materials, such as the NiCoAl-based and NiMnCo-

based lithium-metal oxides (NCA and NMC), and the gradual addition of silicon to the

graphite anode, have maintained the energy density increase ever since. However, it’s

expected that with the materials known today, we will reach a practical limit for wet LiBs

of around 800 Wh/I. Solid-state battery technology will be needed to break through this

barrier and achieve an energy density of 1000 Wh/l—and more.
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he great thing about sol-

id electrolytes is that they

allow for the integration of

different active materials
(such as a lithium metal anode) and cell
architectures (such as bipolar arrange-
ments), making for a higher energy den-
sity at cell and/or battery-pack level. In
parallel with these all-solid-state batter-
ies, developments such as “smart” bat-
tery cells with sensors will increase the
amount of usable energy in the battery
pack even further.

In this article, Professor Philippe Ver-
eecken (imec, KU Leuven, EnergyVille)
highlights the importance of these new
technologies for future electric vehicles
(EVs).

TODAY'’S Li-ION BATTERY CELLS
ARE RUNNING OUT OF STEAM

For electric cars to really take off, they
ideally should match—or even exceed—
the driving range of vehicles with an
internal combustion engine. The key to
achieving this lies in the battery itself,
more specifically in the use of solid-state
battery-cell technology.

At the heart of today’s EVs are lithi-
um-ion battery (LiB) cells that contain
liquid electrolytes. The best-in-class of
these “wet” LiB cells have an energy den-
sity of around 700 watt-hours per liter
(Wh/1), accommodating a maximum
driving range of about 500 km. Yet, their
energy density is expected to stagnate at
around 800 Wh/I due to the characteris-
tics of their active materials (Fig. 1).

A higher energy density can be
expected from solid-state batteries,
which contain a solid electrolyte instead
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Solid-State Batteries

of aliquid one. In combination with new
battery-pack and battery-module devel-
opments, the autonomy of electric cars
could significantly be extended.

1000-Wh/1 BATTERY CELLS ENABLE
MORE AUTONOMY

Today, the maximum driving range
of an electric vehicle is determined by
the amount of energy that’s contained in
the individual LiB cells of the car’s bat-
tery pack. Cells are connected in parallel
and series arrangements to provide the
high currents and high voltage needed
to power the electric engine.

To achieve a driving range of 700 km,
cells are required with an energy density
as high as 1000 Wh/I (or 500 Wh/kg).
Since today’s LiB cells can “only” deliver
700 Wh/I (or 230 Wh/kg), a significant
boost in energy density is needed.

Battery-cell roadmaps foresee that
cells of 1000 Wh/I should become avail-
able in 2030—in the form of solid-state
lithium-metal batteries. We will come
back to the potential of those solid-state
batteries, but let’s first discuss an alterna-
tive approach to increase the amount of
energy that can be squeezed out of an
electric car’s battery pack—an approach
leveraging so-called “smart” battery cells.

“SMART” BATTERY CELLS:
A COMPLEMENTARY APPROACH

Enlarging the energy density at cell
level is one prerequisite to increasing
the driving range of the electric car. But,
next to the many individual cells in large
battery packs, a car battery module also
contains electronics and sensors to man-
age that battery’s usage. For example, to
ensure a long (enough) lifetime, the bat-
tery management system (or BMS) will
typically only use part of the cells’ ener-
gy to avoid damage to the cell chemistry.

In other words, the energy that can
actually be used by an electric car for
driving might only be 60-80% of the
overall battery’s capacity (depending on
the type of electric car).

Improving the battery’s energy
management can be another factor to

enhancing the electric vehicles’ driving
range. This could be realized by using
“smart” battery cells, with micro-sensors
built into the cell to better monitor its
state of charge and state of health.

At EnergyVille—an association of the
Flemish research institutes KU Leuven,
VITO, imec, and UHasselt in the field of
sustainable energy and intelligent ener-
gy systems—research into smart battery
cells with multi-array sensors and inte-
grated electronics for communication
with the BMS is currently under way.

FIRST-GENERATION SOLID-STATE
BATTERIES: CELLS WITH SOLID-
STATE ELECTROLYTE

The first generation(s) of solid-state
LiB cells will have solid electrolytes
instead of liquid electrolytes. However,
at cell level, they will not yet feature a
higher energy density than LiBs con-
taining a liquid electrolyte, because they
will initially contain similar types of
active electrode materials.

Why, then, develop solid-state bat-
teries at all, you may ask? Well, for one,
solid-state batteries allow for different,
more compact arrangements in the bat-
tery pack. They can be built in bipolar
arrangements providing higher voltages
at cell level. This, in turn, simplifies con-
necting the cells and creates extra space
in the battery pack to include more cells.

Solid-state LiBs will also be more
intrinsically safe. Thus, less safety moni-
toring electronics are needed in the
periphery of the battery module. Finally,
solid-state batteries can have a larger
voltage window than wet LiBs, which
means that the risk of damaging the cell
during charge and discharge is reduced
and a larger part of the cell energy
becomes available for use.

Combining all of those factors, the
amount of energy that’s available in the
battery pack will be higher for solid-
state LiBs—even if the energy density
of the first generation(s) of solid-state
cells will be the same, or perhaps slightly
lower, than the energy density of wet
LiB cells.
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The first electric cars equipped with
these first-generation solid-state batter-
ies are expected to launch somewhere in
the middle of this decade.

IN PURSUIT OF THE HOLY GRAIL:
SOLID-STATE LITHIUM-METAL
BATTERIES

As described above, simply replac-
ing a liquid electrolyte in a LiB with
a solid electrolyte doesn’t make for
an increase in energy density. On the
contrary, ceramic solid electrolytes in
powder form are likely to take up more
space—and weigh more—than their liq-
uid equivalents in current LiBs. Hence,
solid electrolytes would somewhat lower
the energy density of a cell with the same
active electrode materials.

The benefit lies in the fact that some
solid electrolytes can provide a larger
electrochemical window. In other words,
they remain stable also at very high volt-
ages (where current liquid electrolytes
do not). This means that higher-voltage
cathode materials can be used than those
employed in 3.6- to 3.8-V LiBs today, and
a higher cell voltage leads to an increase
in cell energy, provided the lithium-ion
capacity remains the same.

For example, LiMn; 5sNips0,, or
LMNO, has an electrode potential of
4.7 V and can't be used with liquid elec-
trolytes that react at these high voltages.
Solid electrolytes such as lithium lantha-
num zirconium oxide (LLZO), however,
are stable up to 5 V and are thus compat-
ible with these high-voltage cathodes.
As such, solid-state LiBs can break the
800-Wh/I barrier.

The real game-changer is the use of
metallic lithium as an anode. Lithium
metal has the highest energy density as
active anode material and provides the
highest cell voltage from the anode con-
tribution in the cell. To reach the much
desired 1000-Wh/I energy density—and
to even go beyond—all-solid-state lithi-
um-metal battery (LMB) cells are there-
fore targeted.

So far, the use of lithium metal didn’t
work because charging of the battery

GO TO ELECTRONICDESIGN.COM

leads to the formation of lithium-metal
needles (or dendrites). These short the
battery internally, resulting in thermal
runaway and explosions. It was Dr.
Akira Yoshino (Fig. 2), one of last year’s
Nobel prize winners in chemistry, who
came up with graphite as a safe solution,
enabling the commercialization of the
current wet LiBs in the early 1990s.

2. Dr. Akira Yoshino was awarded the Nobel

Prize in chemistry in 2019. (Source: Wikipedia)

Inserting lithium-ions in between the
layers of graphite was a safe compromise,
but it came at the expense of energy den-
sity and cell voltage. Several solid-state
electrolytes are stable against metallic
lithium; thus, the use of thin lithium as
an anode becomes a possibility. In fact,
lithium-metal batteries with solid poly-
mer electrolytes are already commer-
cially available (Fig. 3 on page 30).

However, these batteries only oper-
ate at temperatures of 70°C and there-
fore aren't suitable for an electric family
car. The reason for this is lithium-ion
conductivity is too low for these solid
polymer electrolytes. As a result, for
many years, solid-state battery research
has focused on finding solid electrolytes
with a high-enough ionic conductivity.

EXPLORING THE OPTIONS FOR A
MATCHING SOLID ELECTROLYTE
In the last few years, several good
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Solid-State Batteries

Solid-state Li-ion Battery cell

Solid-state Li-metal battery cell

Cathode
(NCA, NMC)

Saolid
Electrolyte

Algminum ol

(graphite-Si)

Anode

3. Shown is a schematic of a solid-state lithium-ion battery with graphite-silicon electrode and a solid-state lithium-metal battery with thin
lithium-metal anode. (Source: Xubin Chen, Philippe Vereecken, Fanny Bardé)

Cathode
(High energy) Electrolyte Anode

Solid Li metal

options have emerged with lithium-ion
conductivities matching, or even sur-
passing, the ion conductivity of liquid
electrolytes that are currently used for
lithium-ion batteries. Toyota is the cur-
rent champion with a sulfidic inorganic
solid electrolyte with Li-ion conductiv-
ity about 3X that of liquid electrolytes.
Another contender is LLZO, a garnet-
type oxidic inorganic electrolyte that,
even though it has somewhat lower lith-
ium-ion conductivity than liquid elec-
trolytes, is of interest because of its large
electrochemical window. On the down-
side, these inorganic electrolytes are
extremely sensitive to moisture, which
makes the assembly of the solid-state
cells difficult (and potentially costly).

In contrast, imec has developed a
nanocomposite electrolyte that’s fabri-
cated from liquid and turned solid once
it’s inside the cell (Fig. 4). This makes
the material compatible with current
lithium-ion cell-fabrication processes,
and thus potentially low cost.

TAKING THE NEXT STEP:
OVERCOMING CELL-ASSEMBLY
CHALLENGES

Now that several options are available,
solid-state battery research has shifted
its focus toward the assembly of the cells

30

and the integration of all components
into a functional cell. One of the issues
is the reactivity of the materials form-
ing resistive or blocking layers between
the functional components, severely
inhibiting the cell’s operation. Special
thin-film coating (or so-called “artificial
interphase coatings”) are being devel-
oped to prevent these reactions from
happening.

At EnergyVille, upscale and cost-
effective methods are developed for the

deposition of these sub-nanometer thin
coatings inside the thick battery elec-
trodes. These nanoscale coatings will
be instrumental not only for the sol-
id-state lithium-metal batteries under
development, but also for the extend-
ibility of LiBs with a liquid electrolyte.
Indeed, much of the solid electrolyte
know-how can be applied to wet LiBs
as well.

Who knows, the solution may lie in a
hybrid approach after all. &2l

4. Imec’s solid-state electrolyte is a new material for use in making next-generation LiBs for

electric vehicles (artist impression). (Source: imec)
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Heat Treatment
Through Multiphysics Simulations

In this webinar, you will learn about solving
challenges in heat treating through multiphysics
simulations.

Heat treatment engineers experience numerous
challenges to obtain the correct temperature
history of their parts. Constructing a new facility, or
modifying an existing facility, introduces significant
challenges to engineers attempting to maintain a
specified temperature history for numerous parts.
Thermal gradients within the furnace increase scrap
rate and reduce profitability.

Multiphysics simulation provides engineers with
the information needed to solve these difficult
challenges. These simulations help engineers
visualize thermal gradients within the furnace
and within the parts, as well as phase changes. In
addition, simulations provide engineers with an
understanding of how the part temperatures change
in time.

Multiphysics analysis of a heat treatment furnace,
including resistive heaters.

In this webinar, AltaSim Technologies will share their
experience in helping engineers increase productivity
of their heat treatment facilities using multiphysics
simulations. A demonstration using the COMSOL
Multiphysics® software will show a simulation of
the temperature within parts in a furnace. This
simulation includes the metallurgical phases that
develop. You can ask questions at the end of the
webinar during the Q&A session.

SPEAKER: Kyle Koppenhoefer, PhD, Principal, AltaSim Technologies

Kyle Koppenhoefer has been one of the principals and leaders at AltaSim Technologies for
15 years. He works with customers to identify how computational analysis can be used to
further develop their products and manufacturing processes. Prior to cofounding AltaSim,
Kyle worked for the Department of Defense and the Edison Welding Institute. He holds a PhD

in civil engineering from the University of Illinois.

research.

SPEAKER: Mats Danielsson, PhD, Technical Product Manager, COMSOL

Mats Danielsson joined COMSOL in 2017 as a developer specializing in structural mechanics
and mechanics of materials. He earned his PhD in mechanical engineering from MIT in
2003. Before joining COMSOL, he worked in the automotive industry and applied materials

Hosted with
ElectronicDesign.

W COMSOL
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