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We also design and manufacture batteries 

and chargers for:
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vision devices
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N
o one wants to write 

bad, buggy code, but 

that’s often what we 

get from developers 

who don’t follow best practices. This 

problem is worse when one considers 

the requirements for safe and secure 

applications. These days, safe and secure 

code covers just about everything. If 

you’re sharing the code, then people 

depend on its quality. If you’re designing 

a product for self-driving cars, aircraft, 

or medical devices, then it’s even more 

important to use the right tools and pro-

cedures to deliver reliable software that’s 

also secure.

I do recommend Ada and SPARK for 

programming in general because of fea-

tures like contract-based programming. 

However, I know C still dominates for 

embedded programmers. For those who 

haven’t moved to C++, I would push 

that as a better solution even if object-

oriented programming (OOP) isn’t part 

of your repertoire. C++ is significantly 

better when it comes to everything from 

namespaces to type management to ref-

erences. The new C++20 standard will 

incorporate new features like modules.

Many assume C++ is less efficient 

because C and C++ have more over-

head. That’s not really the case, but if 

you use some features like virtual class 

functions, then, yes, there’s overhead. It’s 

on par with any overhead of providing 

similar functionality in C, although in 

a much cruder fashion. Using C++ fea-

tures like non-virtual methods in a class 

allows for the same efficiency as C while 

enabling methods to be hidden as well.

So, what does code quality have to do 

with safety and security?

It’s difficult to have either without 

good code to back them up. Though 

coding standards can help in writing 

good code, it’s just a starting point. Code 

reviews can also help, but many devel-

opers overlook tools like static analy-

sis that have the advantage of enforcing 

rules by a computer, which brings a level 

of consistency to the process as well as 

enforcement.

One well-known standard is MISRA 

C. It started in the automotive space 

where it remains important, but MISRA 

C and MISRA C++ are applicable to 

any application. The standards include 

a multitude of rules that limit the func-

tionality available within the program-

ming language, as well as how features 

are used. Some, like Rule 1.3, address 

undefined behavior, which covers a lot 

of ground when it comes to C. The C90/

C99 standard has over 200 instances of 

undefined behavior.

Other MISRA C rules might appear 

less useful, such as preventing local vari-

able and type names from hiding more 

global definitions. This can result in a 

debugging nightmare if one isn’t aware, 

because he or she may be looking at the 

more global definition and wondering 

why it’s not operating as expected.

I’ve been working with IAR Systems’ 

Embedded Workbench, which has 

MISRA C support built-in, along with 

GigaDevice’s GD32V RISC-V board. It 

was an interesting exercise getting the 

demo code working. Turning on MIS-

RA C with the default settings results 

in hundreds of errors, but disabling or 

tweaking a few rules cuts this number 

down to a dozen, so it’s worth making 

the code changes.

Following the rules when writing 

code and having the compiler check it 

doesn’t eliminate all errors. However, it 

can force better programming practices 

and highlights errors that would other-

wise be overlooked until the code was 

running in the field. Debugging costs 

rise exponentially as it moves farther 

from the original developer.

Developing safe and secure code 

should be part of the goals for any devel-

oper. Using the right procedures and 

tools can help, especially for larger proj-

ects and groups. 

Editorial
WILLIAM WONG | Senior Content Director

bwong@endeavorb2b.com

Good Code
Means Secure Code

Good, clean code is the 
starting point for secure 
software, and having the 
right tools is essential 
when that’s not the case.
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I
n our day-to-day l ives,  the 

use of cryptography is every-

where. For example, we use it 

to securely send passwords over 

vast networks for online purchases. 

Bank servers and e-mail clients save 

your passwords using cryptography as 

well. Cryptography is used to secure 

all transmitted information in our IoT-

connected world, to authenticate peo-

ple and devices, and devices to other 

devices.

If all of the cryptographic engines/

functions stopped working for a day, 

modern life as we know it would stop. 

Bank transactions wouldn’t go through, 

internet traffic would come to a halt, 

and cell phones would no longer func-

tion. At this point, all of our important 

information would be exposed, and it 

then could be exploited to do unimagi-

nable harm to us all.

Cryptography is an essential way 

of preventing that from happening. It 

secures information and communica-

tions using a set of rules that allows only 

those intended—and no one else—to 

receive the information to access and 

process it.

IN THE OLD DAYS

Classically, cryptography used “secu-

rity by obscurity” as way to keep the 

transmitted information secure. In 

those cases, the technique used was kept 

secret from all but a few, hence the term 

“obscurity.” This made the communi-

cation secure, but it was not very easy 

to implement on a wide scale. Classical 

cryptographic methods are only secure 

when two parties can communicate in a 

secure ecosystem.

In Figure 1, we show a classical cryp-

tographic system. The sender and the 

receiver first agree upon a set of pre-

shared encryption/decryption keys. 

These keys are then used sequentially to 

encrypt and then de-crypt each subse-

quent message.

One-time pad is an encryption tech-

nique that requires the use of a pre-

shared key that can be used only once. 

The same key must be used for encryp-

tion and decryption. The term “One-

Time Pad” is an artifact from having 

each key on a page of a pad that was 

used and then destroyed. Once the pre-

shared keys are exhausted, the sender 

and the receiver need to meet in a secure 

location to securely exchange a new set 

of keys and then store them in a secure 

location for the duration of the next set 

of message exchanges.

But...

Clearly, obsolete classical techniques 

are no longer viable. A vast system of 

electronic communication, commerce, 

and intellectual properties need to be 

secured across oceans and continents 

that would otherwise be intercepted by 

people with hostile intentions.

ZIA SARDAR| Applications Engineer, Maxim Integrated

Embedded

This article address the escalating need for cryptography in this ever-more 
connected world, from developing confidentiality to avoiding modifications to 
transmitted messages.

Cryptography:
Why Do We Need It?

1. A classical closed-loop cryptographic system uses one-time pad as an encryption tech-

nique.
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NEXT PHASE OF CRYPTOGRAPHY

So, how do you implement an excel-

lent level of security in such a massive 

system that can carry out billions of 

transactions in a short period? That’s 

where modern cryptography comes in. 

It’s an essential part of secure but acces-

sible communication that’s critical for 

our everyday life.

Next,  we wil l  learn how this is 

achieved on a day-to-day basis all 

around us. We rely on publicly known 

algorithms for securing the massive 

amount of information that’s exchanged 

around the clock. These algorithms are 

standards-based and vetted in an open 

environment so that any vulnerabilities 

can be quickly found and addressed.

Figure 2 shows a simplified modern 

cryptographic system. Let’s investigate 

these systems and algorithms a bit more 

in depth.

The basic tenet of a modern cryp-

tographic system is that we no longer 

depend on the secrecy of the algorithm 

used, but rely on the secrecy of the keys. 

There are four essential goals of a mod-

ern cryptographic system:

• Confidentiality: Information can 

never be disclosed to someone who is 

not authorized to see it.

• Identification and Authentication:
Before any information is exchanged, 

identify and then authorize both the 

sender and the recipient.

• Integrity: Information must not be 

modified in storage or transit. Any 

modification must be detectable.

• Non-repudiation: Cannot disclaim 

the creation/transmission of the mes-

sage. This provides “digital” legitima-

cy and traceability of a transaction.

Current cryptographic systems pro-

vide all of the above or a combination 

of the above in various forms for an 

intended application. Let’s explore each 

of these goals a little more to get a basic 

idea of how they are achieved.

CONFIDENTIALITY

Confidentiality requires informa-

2. A modern symmetric key cryptographic system provides a greater level of security.
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Cryptography

tion to be secured from unauthorized 

access. This is accomplished by encrypt-

ing a sent message using a crypto-

graphic algorithm with a key that’s only 

known by the sender and recipient. An 

interceptor might be able to obtain an 

encrypted message but will not be able 

to decipher it.

In Figure 3, we show how encryp-

tion is used. In this case, the sender and 

recipient have worked out a system to 

share the encryption/decryption key. 

They both use the key to encrypt/

decrypt the messages they exchange 

between each other. If a malicious indi-

vidual intercepts the message, no harm 

is done since that person will not have 

the key to decrypt the message.

IDENTIFICATION AND 

AUTHENTICATION

The goal here is to first identify an 

object or a user and then authenticate 

them prior to initiating communication 

or other operations. Once the Sender 

has authenticated the Recipient, further 

communication can begin.

In Figure 4, we show how authentica-

tion works in one direction. The bank 

(Sender) authenticates the customer’s 

PC (Recipient) using a simple username 

and password combination before let-

ting the customer use the bank’s web-

site. The actual process is much more 

complex, but we are using this simple 

example to illustrate the basic concepts 

of cryptography. Identification and 

authentication can also be a bidirec-

tional process, where the Sender and 

Recipient both need to identify each 

other before starting message exchang-

es. We will explore all those topics in 

detail later.

INTEGRITY

How do we make sure that a message 

sent and then received over a communi-

cation network or data link hasn’t been 

altered during transit? For example, 

there could be an attempt to intercept a 

message and insert a virus or malicious 

program to take control of the Recipi-

ent’s PC or other equipment without 

their knowledge. To prevent this from 

happening, it’s vital to ensure that any 

message transmitted isn’t modified.

As shown in Figure 5 (on page 14), 

one way to do this is to use a message 

digest. The Sender and Recipient use an 

agreed-upon Message Digesting Algo-

rithm to create and verify the message 

digest output. If the message is altered, 

the message digests will not match, and 

the Recipient knows that either tamper-

ing has occurred or there was a trans-

mission error. Many Message Digesting 

Algorithms are used in modern crypto-

graphic applications, including SHA-2 

and most recently SHA-3. 

NON-REPUDIATION

In a communication system where a 

3. Encryption ensures information is kept confidential.

4. Identification and authentication, basic concepts of cryptography, shown in a simple 

example.
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Cryptography

multitude of messages are exchanged, 

there’s a need to trace the incoming mes-

sage back to the Sender. This is required 

to ensure that the Sender doesn’t deny 

sending the message. Very similar to a 

pen-and-paper legal document where 

we sign on the dotted line to finalize 

a contract, a digital signature is used 

to achieve similar goals in the digital 

domain.

Figure 6 shows a simplified view of 

the digital signature generation, trans-

mission, and verification process. First, 

the Sender takes the outgoing message 

and puts it through a Message Signing 

Algorithm to generate a digital sig-

nature related to the message and the 

Sender’s verified identity. The Sender 

then attaches the digital signature to 

the original message and sends it to 

the Recipient. The Recipient takes the 

incoming combined message and sepa-

rates the original message and the digi-

tal signature. Both are then input into 

a Message Verification Algorithm. The 

result can then be used by the Recipient 

to prove that the message was signed by 

the Sender.  

5. Using a message digest helps both a sender and recipient to preserve integrity.

6.  The non-repudiation process includes digital signature generation, transmission and 

verification.
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Transformers can be used for 

self-saturating or linear switching applica-

tions. The Inductors are ideal for noise, 

spike and power filtering applications in 

Power Supplies, DC-DC Converters and 

Switching Regulators.
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• Transformers have input  

  voltages of 5V, 12V, 24V, and 

  48V. Output voltages to 500V 

• All units can be supplied  

  with higher or lower 

  secondary voltages at the  

  same power levels 

• Transformers can be used for 

  self-saturating or linear 

  switching applications 

• MIL-PRF-27(+1300C) 

  (Class V 1550C available) 

• Inductors have split windings 

• Schematics and part list  

  provided with transformers 

Delivery-Stock to one week 
for sample quantities
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SHAWN PRESTRIDGE | U.S. Field Applications Engineer Team Leader, IAR Systems

Engineering Essentials

Fast Functional-Safety 
Certification for Your Project
Getting an application functional-safety-certified is often a very difficult process, 
requiring multiple steps along with testing to complete the functional-safety 
“checklist.”  This article reviews ways to fast-track certification.

T
hough many tweaks can be 

done to development pro-

cesses to speed your certi-

fication, everything starts 

with code quality. But how can you 

ensure code quality? Fortunately, there 

are some easy ways to almost instantly 

upgrade your code-quality game with as 

little pain as possible.

GET HELP FROM STANDARDS

Did you know that in C99, about 190 

different ambiguities exist in the code 

specification? What we mean is that in 

C99, 190 different syntactically legal C 

constructs aren’t spelled out in the C 

language specification. It actually gets a 

bit worse when you go to C18 and even 

more so in C++, where you start intro-

ducing concepts of multiple and virtual 

inheritance. Of course, a compiler must 

turn source into concrete code, so it has 

to pick an interpretation of what your 

code means and run with it.

Practically, this means that different 

compilers can interpret your source code 

differently. In a high-reliability system, 

this is a nightmare scenario, especially 

since many companies pursuing func-

tional safety-certification are cross-com-

piling their code on multiple platforms 

for ease of testing. As you can imagine, 

this could have a detrimental impact on 

the time it takes to get your certification 

because you must test around all of these 

situations to prove the repeatability and 

reliability of the code.

How do we get through this? The 

short answer is that you avoid these 

ambiguities in your code. But how do 

we do that? Using coding standards like 

MISRA is a quick way to solve the prob-

lem because they’re designed to prevent 

those types of common pitfalls in code. 

They also promote safe and reliable 

coding practices to reduce the number 

of defects in the code. But how can we 

make sure we follow those standards? 
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Figure 1. Ultralow EMI emission, dual output LT8652S-based 12 V to 3.3 V and 1.2 V synchronous step-down converter.

Design Note  

Dual-Channel, 8.5 A, 18 V, 
Synchronous Step-Down 
Silent Switcher Device with 
16 µA Quiescent Current
Dong Wang�, Applications Manager

Introduction
The LT8652S is a dual-channel, synchronous, monolithic, step-
down regulator featuring a 3 V to 18 V input range. It can deliver 
up to 8.5 A of continuous current from both channels and supports 
loads up to 12 A from each channel. It features peak current-mode 
control with an extremely low 20 ns minimum on-time, which 
allows high step-down ratios even at high switching frequencies. 
Fast, clean, low overshoot switching edges enable high efficiency 
operation at high switching frequencies, leading to a small overall 
solution size.

The LT8652S enables low EMI and a small solution size, a combina-
tion that few solutions can achieve. It features the proprietary 
Silent Switcher® 2 architecture, which minimizes EMI, while delivering 
high efficiency at high switching frequencies. In this architecture, 
the bypass capacitors are brought into the package, and by doing so, 
high di/dt loops are factory set in an optimized layout.

For battery-powered applications, current draw at light load and no 
load idle is a critical parameter, as minimizing this current preserves 
battery run time. Idle conditions are where many applications spend 
most of their time. The LT8652S features 16 µA ultralow quiescent 
current during Burst Mode® operation, preserving battery life as long 
as possible. Integrated top and bottom N-channel MOSFETs contrib-
ute to an impressive light load efficiency. The LT8652S also includes 
forced continuous mode that can control frequency harmonics 
across the entire output load range, with spread spectrum operation 
to further reduce EMI emissions.

The LT8652S offers both internal and external compensation options. 
Internal compensation yields smaller solutions by minimizing 
external components. External compensation via the VC pins enables 
fast transient response at high switching frequencies. The VC pins 
also simplify current sharing between channels for parallel, single 
output operation. CLKOUT and SYNC pins enable synchronizing other 
LT8652Ss to further expand current ability. To ensure tight output 
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voltage regulation at the load for low voltage, high current applica-
tions, the LT8652S features a differential output voltage sensing 
function that allows Kelvin connections for output voltage sensing 
and feedback directly from the output capacitor.

In some high current applications, output current information 
is required for telemetry and diagnostic purposes. Limiting 
or derating the maximum output current based on operating 
temperature may be required to prevent damage to the load. 
The LT8652S’s IMON pins can be used to monitor and reduce the 
load current. Load-based or board temperature-based derating 
can be programmed by using a positive temperature coefficient 
thermistor from IMON to GND. LT8652S can effectively control the 
load or board temperature by comparing IMON pin voltage with 
the internal 1 V reference. When IMON drops below 1 V, there is 
no effect.

Circuit Description and Functionality
A 3.6 V to 18 V input to 3.3 V/8.5 A and 1.2 V/8.5 A with 2 MHz 
switching frequency power supply is shown in Figure 1. Each chan-
nel can supply up to 12 A continuous load current. Figure 2 shows 
that the circuit in Figure 1 achieves 94% peak efficiency.
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Figure 2. Efficiency vs. load current for an LT8652S-based, 12 V input to 
3.3 V/1.2 V synchronous step-down converter.

Differential Voltage Sensing Provides 
Tight Load Regulation
For high current applications, every inch of PCB trace incurs 
significant voltage drop. For low voltage, high current loads that 
require very tight output voltages, this voltage drop can cause 
serious problems. LT8652S features a differential output voltage 
sensing function, which allows the customer to make Kelvin con-
nections for output voltage sensing and feedback directly from 
the output capacitor. It can correct up to ±300 mV of the output 
ground line potential. 

High Switching Frequency with 
Ultralow EMI Emission and Improved 
Thermal Performance
EMI/EMC compliance has become a significant concern in many 
electronic environments. With integrated MOSFETs, advanced 
process technology, and up to 3 MHz operation frequency abil-
ity, LT8652S can achieve fast, clean, low overshoot switching 
edges, which enable high efficiency operation at high switching 
frequencies, leading to a small overall solution size. With the 
leading-edge Silent Switcher 2 technology and integrated hot-loop 
caps, LT8652S can simultaneously deliver top level EMI perfor-
mance and reduced switching losses. Spread spectrum operation 
of the switching frequency can also assist in passing EMI tests. 
Integrated hot-loop caps make circuits insensitive to board layout 
and layers. Figure 3 and Figure 4 show the CISPR 22 and CISPR 25 
Class 5 EMI performance of the application in Figure 1.
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Fortunately, functional-safety standards 

give us a way to accomplish the task.

STANDARDS REQUIRE CODE 

ANALYSIS

Virtually every functional-safety stan-

dard requires that you do static analysis 

of your code, and highly recommends 

that you do runtime (or dynamic) analy-

sis of your code. The most broad-reach-

ing of these standards is IEC 61508, 

which covers safety-related systems in 

general.

In section C.4.2 of that standard, using 

C without coding standards that remove 

ambiguous and dangerous behavior isn’t 

recommended for anything above Safety 

Integrity Level (SIL) 1. In other words, 

you must use static analysis to make your 

code more robust if you’re looking to get 

SIL 2-4 certification for your product. 

Why is this? These static-analysis tools 

can force a developer to implement cod-

ing standards like MISRA. Moreover, 

static and runtime analysis helps you to 

up your code-quality game by quickly 

pointing out when you’re getting into 

risky coding behavior, especially with 

the aforementioned coding standard 

ambiguities.

However, these types of automated 

tools can also have a huge impact on 

your certification timeline. Many orga-

nizations employ hard-to-configure, 

hard-to-use code-analysis tools that are 

relegated to running on a build server as 

part of a nightly build.

Such a scenario doesn’t really help 

much because the individual developer 

isn’t getting instantaneous feedback on 

what’s wrong with the code they just 

wrote. Moreover, sometimes the warn-

ing messages that come from these tools 

are inscrutable. Thus, the developer 

wastes time trying to figure out what 

they mean and how the code can be cor-

rected to make the warning go away.

If you can run code analysis during 

development—and before you check it 

into a formal build—then it’s like the 

defect never even happened. You get a 

lower defect injection rate for your proj-

ect that certification entities love to see, 

because it means you have a very mature 

development organization.

MAKING CODE ANALYSIS PART OF 

THE DAILY WORKFLOW

The easier code-analysis tools are to 

configure and use, the more likely and 

quickly developers are to use them and 

realize the benefits. Having these auto-

mated tools as part of the developer’s 

toolbox means that you can check and 

improve the code quality as you write 

your application, while you’re “in the 

zone” of understanding what that sec-

tion of code is meant to do and how it 

interacts with other modules in the sys-

tem. To do this effectively, the tools must 

be integrated into the daily workflow.

When looking through what others 

are saying in regards to integrated code 

analysis, I found that Google published 

an article, “Lessons from Building Static 

Analysis Tools at Google,” in Communi-

cations of the ACM, looking at the mer-

its of code analysis. Though the article 

takes a holistic view of their entire code-

base including C, C++, and Java, their 

results are very clear:

“Compiler errors are displayed early 

in the development process and inte-

grated into the developer workflow. We 

have found expanding the set of compil-

er checks to be effective for improving 

code quality at Google.”

The authors stated that moving stat-

ic-analysis checks into the compiler 

workflow and making them appear as 

errors drastically improved the atten-

tion paid to the tool’s findings, and that 

it ultimately meant that their code was 

of a much higher quality. Further on, 

they talk about a survey sent to devel-

opers who recently encountered a com-

piler error and developers who had 

received a patch with a fix for the same 

problem:

“Google developers perceive that 

issues f lagged at compile time (as 

opposed to patches for checked-in code) 

catch more important bugs; for example, 

survey participants deemed 74% of the 

issues flagged at compile time as ‘real 

problems,’ compared to 21% of those 

found in checked-in code.”

The article also talks about the impor-

tance of having code analysis part of 

the workflow by stating that when they 

automatically ran commits through a 

static-analysis tool and invited engi-

neers to look at the analysis dashboard, 

very few engineers followed through. 

Having instant feedback in the compila-

tion process made static analysis easier 

to use and harder to ignore. Therefore, 

they chose to integrate static analysis 

by default in everyone’s workflow. They 

believe that for code-analysis tools to 

succeed, developers must feel they ben-

efit from their use and enjoy using the 

tools.

But what kind of results can you 

expect to see from adding code analy-

sis to your workflow? One thing is an 

improvement in the overall security of 

your application—having high code 

quality can eliminate exploits like buf-

fer overflows, illegal pointers, and the 

like, as described in the article, “Improv-

ing Software Assurance through Static 

Analysis Tool Expositions.”

While this in and of itself is a com-

pelling reason to use code analysis, it’s 

sometimes hard to convince people of 

“
Compiler 
errors are 

displayed early in 
the development 
process and integrated 
into the developer 
workflow. We have 
found expanding the 
set of compiler checks 
to be effective for 
improving code quality 
at Google.”
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Functional-Safety Certification

the maxim that “an ounce of preven-

tion is worth a pound of cure.” You often 

need even more significant results to 

convince developers and management 

alike of the merits of code analysis.

A paper by Stefan Wagner and oth-

ers used empirical data to calculate the 

benefit of code-analysis tools vs. tradi-

tional testing on different code bases. 

Their results are very telling: Out of the 

769 identified defects, 76% were caught 

by code-analysis tools and only 4% by 

traditional testing (the remaining 20% 

found by code review).

How fast could you achieve your 

mean-time-to-failure (MTTF) goal in 

software if you could eliminate 75% of 

your bugs before you even begin test-

ing? The answer is “awfully quick.” The 

time and money savings on testing alone 

make the investment in code-analysis 

tools worthwhile, not to mention the 

savings in time to market. These are the 

types of processes that functional-safety 

certification entities love to see because 

it drastically reduces the risk of defects 

making it into the field in your final 

product.

HIGH-QUALITY CODE SPEEDS YOUR 

PATH TO FUNCTIONAL SAFETY

The key to accelerating the func-

tional-safety certification process is to 

improve your code quality. By improv-

ing code quality, you lower your defect 

injection rate, which means you more 

quickly reach the software release cri-

teria. Thus, your development orga-

nization looks very mature to a func-

tional safety-certification entity. While 

you can never know exactly how many 

defects are left in an application, you can 

minimize the number by using code-

analysis tools early and often. 
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F
rom the connected home and smart wearables to 

Industry 4.0 and smart-city applications, wireless 

sensor networks (WSNs) permeate nearly every 

conceivable application. They bring automation 

to simple manual tasks with remotely controlled actuators 

and monitoring/tracking environments with evolving 

microelectromechanical-systems (MEMS) sensors. These 

relatively simple, energy-constrained devices reveal a massive 

potential in data collection and data analytics to better assess 

human, machine, and even plant systems.

In industrial IoT (IIoT), short-range wireless solutions, cel-

lular, and low-power wide-area networks (LPWANs) can be 

leveraged to support the various sensor nodes. The choice of 

industrial communications depends on whether the process is 

time-critical with the need for real-time data or is non-time crit-

ical with either frequent or infrequent transmissions. Depend-

ing on the industrial application at hand, there are numerous 

IIoT use cases in which many sensor technologies and/or com-

munication protocols may be brought to bear (Fig. 1).

PROCESS MONITORING

Process monitoring is likely to be the largest application 

for industrial WSNs (IWSNs) as it requires the placement 

and tracking of thousands to tens of thousands of sensor 

nodes over vast distances. This centralized method of track-

ing industry operations is what leads to realizing predictive 

maintenance strategies that systematically minimize factory 

downtime and save on operational overhead.

MACHINE-HEALTH USE CASES AND COMMON SENSOR 

TYPES

Hyper-specialized equipment is leveraged all over IIoT 

because monitoring common faults is critical to maintain 

optimal performance of machine equipment. For instance, 

while a high-end computer-numerical-control (CNC) system 

can perform precision machining on a massive scale, it can 

encounter the common faults of spindle unbalance.

Should such a fault occur, the mass unbalance in the spindle 

system can cause the machine tool to vibrate, ultimately degrad-

ing machine accuracy and potentially causing further machine 

damage if left unrepaired.1 Typically, the bearings within the 

spindle are analyzed for vibrations as they allow the shaft to stay 

This article details some of the more 
common industrial IoT applications that 
utilize wireless sensor technology to 
control, monitor, and report on critical 
processes and control functions.

Understanding the Underlying 
Sensor and Wireless 
Technologies in IIoT Apps

Wireless Technology
TINU OZA | IoT Product Manager, L-com

1. Depending on the industrial application at hand, there are 

numerous IIoT use cases in which many sensor technologies and/or 

communication protocols may be brought to bear.

19GO TO ELECTRONICDESIGN.COM

http://electronicdesign.com


Industrial IoT

in place while rotation occurs—unchar-

acteristic vibrations would therefore be 

apparent with these components.

Accelerometers are able to monitor 

and detect such machine-tool failures by 

collecting vibration data. Ultrasonic and 

acoustic emission sensors can detect dam-

age within the bearings of the spindle 

before any noticeable vibrations occur by 

discerning the ultrasonic acoustic emis-

sions resulting from metal degradation. 

Armed with knowledge of the nominal 

thermal operation, temperature sensors 

can also note temperature anomalies in 

various critical components within the machine. An inductive 

current sensor would detect variations in the current consumed 

by the electrical motor, too, and similarly detect anomalies.

These same principles can be applied to any large machine 

that includes a large electric motor. Cranes, for instance, are 

often used in manufacturing facilities to move large, heavy 

equipment from passenger cars to airplanes. Pulleys and elec-

tric motors will be found in conveyor belts that are leveraged 

in a broad array of applications including coal mining, food 

processing, and chemical segregation. Accelerometers, tem-

perature sensors, and inductive current sensors are all useful 

in adequate monitoring of such machines.2

ASSET-MONITORING USE CASES AND COMMON 

SENSOR TYPES

Oil and gas manufacturers monitor assets such as pipelines 

over vast distances. In this application, leaks and ruptures are 

avoided at all costs to prevent the potential loss of life and dam-

age to the environment. Pipelines have several significant failure 

modes, including construction/manufacturing defects; damage 

during installation; corrosion; and earth forces such as earth-

quakes, land slips, and extreme weather-related incidents.3

External accelerometers can monitor the pipeline’s flow rate 

by tracking flow-induced vibrations. Crack monitoring can 

be accomplished through ultrasonic detection or transverse 

magnetic-flux leakage. Failures due to corrosion can be pre-

vented through several sensors with technologies like RFID 

and fiber optics. Seismic sensors can provide a subsurface map 

for offshore drilling rigs, improving rig efficiency.

In chemical, food, and pharmaceutical processing facilities, 

mixing tanks rotate chemicals and ingredients that are added 

in precise values. Sensors placed at key locations on these 

tanks measure parameters such as temperature, humidity, 

pressure, pH value, and fill level, thus ensuring optimal plant 

operational procedures with little to no manual intervention.

IoT protocols for process monitoring vary greatly depending 

on the application. The table above lists some commonly used 

IoT protocols and some of their respective key parameters. 

Oftentimes, WSNs monitor machine health within a facility 

that, when compared to some asset-monitoring applications 

such as tracking pipeline health, is contained within a relatively 

small area.

In cases where small payloads of data are transmitted infre-

quently, LPWANs such as LoRa, Sigfox, and NB-IoT offer 

narrowband modulation schemes at sub-gigahertz frequen-

cies—two qualities that increase signal range. The LPWANs 

are known not only for large transmission distances, but also 

for long battery lifetimes beyond 10 years and one-to-many 

architectures in which thousands of devices can be wirelessly 

connected to a gateway (when sensor nodes can be deployed 

on the scale of tens of thousands, energy-harvesting tech-

niques and battery lifetime are critical considerations).

However, LPWAN protocols are often asynchronous with 

unscheduled transmissions. Thus, they’re susceptible to data 

collisions at high network capacities. This would not be ideal 

for time-critical IIoT applications that require deterministic 

and reliable transmissions with a low bit error rate (BER). 

Industry-specific wireless networks such as WirelessHART 

and ISA100.11a are based on IEEE 802.15.4, low-rate wire-

less personal-area networks (LR-WPANs). With a maximum 

range of 200 meters, these offer up to a 250-kb/s throughput 

and latencies of 10 to 100 ms for more real-time communica-

tion on critical processes.

HEALTH AND SAFETY

Monitoring the environmental conditions with the respec-

tive intelligent alarm installations is essential in protecting 

industrial workers and maintaining smooth operations. This 

often involves the use of gas/chemical-based sensor nodes 

around areas of particular risk.

In the oil and gas industry, tracking highly combustible 

methane leaks is paramount in preventing any potential explo-

sions around wellheads. Steam traps leverage a huge range 

of manufacturing facilities to filter out condensate from air 

without letting steam escape. A faulty steam trap would fail to 

remove water droplets from steam, causing water to accumu-

late and rupture steam lines, leading to expensive downtime 

and safety hazards.
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Industrial IoT

Acoustic sensors and temperature sensors have been used to 

monitor the behavior of these critical components to prevent 

any costly failures. Underground mines are notorious for haz-

ardous safety conditions; environmental parameters such as 

carbon-monoxide emissions, methane emissions, and airflow 

are actively monitored to ensure a safe working environment.

Reliable and deterministic protocols are necessary for these 

applications, often calling for WirelessHART or ISA100.11a 

communications within the facility. While these protocols may 

consume more power on sensor nodes than other WSN tech-

nologies such as Bluetooth Low Energy (BLE) or LPWANs, 

the ability to perform real-time analysis and control on data is 

critical to ensure adequate safety measures.

Both WirelessHART and ISA100.11a were specifically 

designed for industrial applications. WirelessHART is the 

wireless alternative to the existing HART technologies and 

ISA100.11a was developed by the International Society of 

Automation (ISA) to support multiple protocols already used 

in industrial applications, including HART, Modbus, Founda-

tion Fieldbus, and ProfiBus. Both networks support star and 

mesh networking with bidirectional communication from the 

host to the sensor node.4

ASSET TRACKING WITH RTLS

Compared to outdoor tracking systems that rely on GPS 

and typically yield an accuracy around 10 m, indoor position 

systems (IPSs) such as real-time location systems (RTLSs) can 

achieve accuracies on par or lower without the major consid-

eration of satellite signals penetrating factory walls. The table 

above lists some of the more commonly used RTLSs.

Such IPSs can be applied on the plant floor to actively track 

moving indoor equipment like forklifts and actively track 

inventory in transport within a facility. Outdoor environ-

ments, e.g. truck yards, can leverage RTLSs to monitor and 

manage truck movement by assigning docks and tracking 

loading/unloading of cargo.

Indoor positioning systems will employ either a trilatera-

tion or a fingerprinting localization method, depending on the 

wireless protocol in use. Trilateration uses estimated distances 

to calculate the likeliest coordinates of an object. The finger-

printing method compares current signal characteristics with 

a previously catalogued set of signal characteristics obtained 

from fingerprint locations—implementing this is often more 

technically involved. The movement of a sensor can then be 

obtained by comparing the online measurements with the 

“fingerprint.” For brevity, this section will cover two popular 

RTLS protocols: Bluetooth and Ultra-wideband (UWB).

LEVERAGING A UWB SYSTEM FOR RTLS

Ultra-wideband (UWB) technology essentially sends a 

burst of energy of extremely short duration. 

For RTLS applications, the short pulses in UWB modula-

tion allow for precise delay estimates, ultimately yielding 

position/location data. Typically, UWB technology leverages 

time-of-arrival (ToA) and time-difference-of-arrival (TDoA) 

information generated by tags that emit low-power UWB 

pulses which are received by the sensors or UWB readers. 

Those pulses are used to determine the precise 3D location 

for a tag with centimeter accuracy. However, precise time 

synchronization is needed between the UWB readers within a 

network to successfully gain location data. 

The UWB frequencies have frequency allocations between 

3.1 and 10.6 GHz. Typically, a planar monopole antenna is 

employed in these applications due to their omnidirectional 

radiation pattern and ability to yield stable input impedance 

over the large frequency bandwidth. Because of their perfor-

mance into the X-band and the fact that trace dimensions 

grow smaller at higher frequencies, these antennas offer a 

small form-factor solution that can be printed on the same 

PCB holding the transmitter/receiver.5

BLUETOOTH BEACONS 

While already a prolific short-range protocol, BLE modules 

are utilized in RTLS applications by delivering Bluetooth bea-

cons to disseminate localized content. These beacons can act 

as proximity sensors by broadcasting low-energy signals with 

packets of data at predetermined intervals of time (>100 ms).

Distances are calculated with received signal-strength indica-

tor (RSSI) readings, ultimately extrapolating distances between 

nodes based on the mathematical relationship between the 

strength of the received signal and the propagation of an RF 

signal through space.6 This creates a live map of inventory out-

fitted with unique IDs and BLE tags with actively updated loca-

tion data. Because most smart devices are Bluetooth-enabled 

(i.e., smartphone, tablet, laptop), this can potentially eliminate 

the need for custom hardware, leading to dramatic cost savings.

While BLE does support mesh topologies with bidirectional 

communications, BLE beacons generally support one-way 

communications and are therefore limited to star topologies. In 

such configurations, beacons connect to a Bluetooth-enabled 

device/router and relay information to the cloud, typically via 

cellular or Wi-Fi.
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As alluded to earlier, many of these 

beacons can include multi-protocol 

SoCs with a sub-gigahertz, long-range 

wireless network to control/monitor 

factory environments with smart light-

ing or HVAC control. The large window 

for the advertising packet can allow for 

the sub-gigahertz radio to be in a receiv-

ing state, obtaining non-frequent and 

unpredictable packets of information 

from distant locations within the facility.

Typically, BLE beacon designs will 

involve a 2.4-GHz PCB antenna com-

bined with a vendor-specific Bluetooth 

chip. In some cases, the Bluetooth chip 

will have an integrated chip antenna. If 

the board employed a sub-gigahertz fre-

quency protocol, a PCB antenna would 

not be viable as it would be too large.

As stated earlier, BLE typically uses 

trilateration (RSSI) to determine loca-

tion areas. In this case, an omnidirec-

tional radiation pattern is often suitable 

due to the 360-degree beam cover-

age over the factory floor, so long as 

the antenna matches the transmitter’s 

impedance for maximum signal transfer 

and range (Fig. 2 on page 24). However, 

a TDoA algorithm can be implemented, 

calculating either two angles from a sin-

gular beacon signal, or three angles from 

two beacon signals. In this case, a 3D 

map can potentially be created with the 

use of the complex mapping and place-

ment of BLE beacons outfitted with 

more sophisticated antenna arrays.7

FLEET MANAGEMENT

Industrial fleet management can vary 

with passenger cars, tractor trailers, rail-

ways, airplanes, ships, and heavy equip-

ment. Trucks alone account for 70% of 

the goods transported in the United 

States, making tracking logistics such 

as repairs, replacements, and scheduled 

maintenance all the more important 

to prevent poor fleet operation. Typi-

cally, the cellular infrastructure is used 

for applications that transcend plant-

wide boundaries. However, in the case 

of localized equipment such as heavy 

equipment operation within a mine, 

LPWANs can be considered.

Fleet telematics can communicate 

with 2G, 3G, and 4G infrastructures or 

IoT-specific cellular alternatives such 

as NB-IoT or LTE-M1. Sensor nodes 

can consist of GPS modules, gyroscopes, 

level sensors, and accelerometers. 

Where the GPS provides location data, 

the accelerometer offers the orientation 

of the vehicle, and the level sensor mea-

sures fuel in real time. More complex 

systems are also utilized for fleet man-

agement; autonomous mining trucks 

have been in operation since 2008, 

outfitted with over 200 sensors, a GPS 

receiver, and radar guidance system.2
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Industrial IoT

SUMMARY

An array of sensors and communi-

cation protocols can serve industrial 

networks depending on the required 

level of reliability, latency, and flexi-

bility. Process monitoring and health 

and safety applications often require 

real-time communications with 

IEEE 802.15.4-based protocols (e.g. 

ISA100.11a, WirelessHART), while 

some asset-monitoring applications 

can benefit from the long range 

offered by LPWAN applications.

Indoor asset-tracking applica-

tions have specific localization 

systems with ToA- or RSSI-based 

algorithms for accuracy. Fleet-man-

agement systems, on the other hand, 

can rely on GPS for location data 

but must transfer all sensor data to 

a centralized point via cellular back-

haul. They can even benefit from 

LPWAN if the fleet is based in a 

restrictive geographic location. 
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omnidirectional 
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are often suit-

able due to the 

360-degree beam 

coverage over the 

factory floor.
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A
dvanced driver-assis-

tance system (ADAS) 

applications form one 

of the fastest-growing 

segments of automotive electronics. 

Stringent government regulations and 

consumer interest in safety applications 

that protect drivers and reduce accidents 

are fueling this rise. In parallel, govern-

ment legislation and the effect of CO2 or 

EPA regulations are driving the indus-

try to move away from traditional fossil 

fuels to electric powertrains. According 

to a Frost & Sullivan study released in 

November 2019, global sales of elec-

tric vehicles (EVs) are set to increase to 

about 34 million in 2025, 121.2 million 

in 2030, and 636.7 million by 2040.

As a result of both trends, the auto 

industry is incorporating more multi-

functional capabilities into automobiles. 

For example, high-power electronic con-

trol units (ECUs) support image pro-

cessing for ADAS, whereas low-power 

ECUs are ideal for sensor and body 

applications. Moreover, to reduce latency 

in gathering data, these ECUs are now 

being installed in closer proximity to 

environmentally challenging locations, 

such as the engine compartment.

To meet the industry’s ISO 26262 

functional safety standard for automo-

tive electronic equipment, reliability 

is a critical factor. ADAS applications 

need, more than ever, passive compo-

nents that have the durability required 

for mechanical strength and the ability 

to withstand rapid temperature cycles. 

These include multilayer ceramic chip 

As automotive electronic content increases due to ADAS and EVs and autonomous 
driving grows more prevalent, rugged passive components have become critical to 
vehicle performance, safety, and reliability.

Optimize Reliability in 
ADAS and EV Applications 
with Soft Termination

Soft Termination
MICHAEL CANNON | Product Manager, TDK Corporation of America
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capacitors (MLCCs), inductors for 

decoupling and power-supply circuitry, 

and chip beads for signal and power-

supply lines.

One strategy to support this require-

ment is to use components with resin 

electrodes (soft termination), which 

address the two common failure mecha-

nisms: flex cracks and solder cracks.

MAJOR CAUSES OF FLEX CRACKS

Flex cracking is due to excessive cir-

cuit board flexure. This can happen 

during the manufacturing process, such 

as solder stress due to an inappropriate 

amount of solder, stress applied at the 

time of de-paneling, or screw fastening. 

It can also occur during final assembly 

and during use, stemming from expo-

sure to continuous vibration.

MLCCs and ferrite components tend 

to be strong when under compression, 

but weak in tension. This discrepancy 

is due, in part, to the brittle nature of 

ceramics. When subjected to a tensile 

load, they’re unable to yield and relieve 

the stress, unlike metals. Thus, when a 

soldered component experiences exces-

sive board flex, a crack is easily gener-

ated in the element.

A flex crack can cause the formation 

of an electrical conduction path between 

opposing internal electrodes. It’s also 

possible that a flex crack can propagate 

to a fail short condition with continued 

voltage and temperature cycling (Fig. 1). 

If a crack in a component progresses to a 

short-circuit failure, it may lead to prob-

lems such as heat generation, smoking, 

or ignition.

HOW TO MITIGATE FLEX CRACKS

In the terminal electrode of a tradi-

tional MLCC, the copper (Cu) underlay-

er is electroplated with nickel (Ni) and 

tin (Sn). Soft termination is achieved 

by adding a conductive resin layer in 

between the Cu and Ni plating layers 

(Fig. 2). This resin layer acts to reduce 

the stresses accompanying expansion 

or shrinkage of the solder joints due 

to thermal shock or flex stress on the 

board, which lead to cracking of the 

capacitor element.

A flexure strength test comparison 

in Figure 3 (on page 28) shows the onset 

of cracking in the standard product at 

about 4 mm of deflection. In contrast, 

no cracking occurred in the soft-ter-

mination product even with over 10 

mm of bending stress applied. Although 

there was peeling of the nickel layer and 

the conductive resin layer, cracks in the 

ceramic body were prevented.

Taking it one step further, in bat-

tery power lines, safety can be greatly 

enhanced by replacing a traditional 

MLCC with one that features a dual fail-

safe function. MLCCs with dual safety 

design provide the highest protection 

2. Soft termination is achieved by adding a conductive resin layer in between the Cu and Ni 

plating layers, which serves to dampen the physical stresses of expansion or contraction of 

solder joints.

1. Stresses from PCB flexure can cause 

components like MLCCs and ferrites 

to crack, leading to short- and open-

circuit failures.
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from cracking and short-circuit occur-

rences. Firstly, the conductive resin is 

layered in the terminal electrodes, pre-

venting crack occurrences. Secondly, the 

internal electrodes adopt a special struc-

ture, which is equivalent to a series-con-

nection of two capacitors.

Such a structure will reduce the risk 

of short-circuiting, even if a crack does 

occur on the capacitor element. More-

over, since just one serial design MLCC 

can achieve AEC-Q200-compliant safety, 

instead of requiring two standard MLCCs 

connected in series, the parts count, PCB 

space, and mounting costs are cut in half.

Similarly, in the terminal electrode 

structure of traditional inductors and 

chip beads, the silver (Ag) underlayer 

is plated with Ni and Sn. Soft termina-

tion is achieved by applying a conduc-

tive resin layer between the Ag and Ni 

plating layers.

In comparison tests, multilayer induc-

tors and chip beads—with resin elec-

trodes—have nearly twice the board flex 

resistance (critical bending) of products 

with conventional electrodes. In tradi-

tional products, cracks developed on the 

ceramic element with a flex of about 4 

mm. In contrast, products with soft ter-

mination can safely withstand cracking 

at 7 mm of flex.

MAJOR CAUSES OF THERMAL 

CRACKS IN SOLDER JOINTS

Solder cracks occur mainly because 

of thermal fatigue due to thermal shock 

or temperature cycles and/or the use of 

lead-free solder, which is more brittle 

than lead-bearing solders. Therefore, 

special caution is required when mount-

ing passive components near sources 

of excessive heat that may experience 

sudden temperature changes (thermal 

shock).

When thermal stress is applied repeat-

edly to a solder joint, the coefficient of 

thermal expansion (CTE) mismatch of 

the passive component and PCB could 

cause solder cracks. This can also occur 

when temperature control is insufficient 

during the soldering process.

HOW SOFT TERMINATION 

MITIGATES THERMAL CRACKING

MLCCs with resin electrodes help to 

reduce thermal cracks in solder joints 

due to their outstanding thermal shock 

resistance (Fig. 4 on page 28). In shear 

strength tests, a standard termination 

product is compared with a resin elec-

trode product after 3,000 thermal shock 

cycles from −55 to +125°C. While the 

push strength of the conventional prod-

uct decreases by approximately 90%, the 

soft-termination MLCCs maintain 50% 

of their shear strength.

The 2,000-cycle thermal shock test 

data of inductors and chip beads (−55 to 
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150°C) shows that the anchoring strength 

of the conventional product declined 

approximately 50%, as compared to 

around 20% for the resin electrode.

CONCLUSIONS

Mechanical stresses can produce 

cracking in passive components, result-

ing in circuit failure. Similarly, solder 

cracking will occur when there’s excessive 

stress between the board and the solder 

joint, causing an open circuit or the com-

ponent to lose adhesion to the PCB.

Therefore, caution is required when 

placing components in locations that 

may experience significant post-solder 

handling stresses, such as near mount-

ing screws, PCB edges, and corners. 

Additional attention should be paid to 

locations where extreme temperature 

changes (thermal cycling) occur, such 

as in an automobile’s engine compart-

ment. Due to the enhanced robustness 

of soft-termination products, the effects 

of board flexure and thermal shock 

stresses can be suppressed, improving 

connection reliability. 

3. In a comparison of 

the flex strengths of a 

regular terminal prod-

uct and a soft-termi-

nation device, ele-

ment cracks occurred 

in the regular product 

after it was flexed 

up to about 4 mm. In 

contrast, no cracking 

occurred with soft ter-

mination, even after it 

was flexed 10 mm.

4. Bond strength is 

significantly greater 

with soft termina-

tion; this comparison 

illustrates the rate 

of bond-strength 

decrease in normal 

terminal devices com-

pared with soft termi-

nations.
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WILLIAM WONG | Senior Content Director

bwong@endeavorb2b.com

Editor Bill Wong checks out IAR’s GigaDevice GD32V RISC-V development board. 

Lab Bench

I
AR Systems is known for its 

IAR Embedded Workbench 

along with a host of security and 

embedded development tools 

like the Visual State state-machine mod-

el development toolkit. It complements 

these with evaluation kits that highlight 

the hardware and their software.

The focus of this article is the IAR 

RISC-V GD32V evaluation board built 

around the GigaDevice Semiconduc-

tor GD32VF103 microcontroller (see 

figure). This micro has up to 128 kB of 

on-chip flash memory compared to the 

SiFive HiFive RISC-V chip I looked at 

earlier that used an off-chip SPI flash 

chip for application code. 

The GD32VF103 is based on the 

Bumblebee core. This is the same core 

used by Andes Technology’s AndeStar 

V5 chip. The Bumblebee core sup-

ports the RV32IMAC instruction set, 

which means that it’s a 32-bit integer 

core (RV32I) with multiply/divide (M), 

atomic instructions (A), and com-

pressed instruction (C) support. The 

system employs a two-stage variable-

length pipeline architecture. 

The platform’s register file includes 

32 registers. The 32-bit instructions 

are the norm with 16-bit compressed 

instructions as well. This is very similar 

to other popular 32-bit microcontroller 

architectures. The compressed 16-bit 

instructions can result in a 25% to 30% 

reduction in code size. 

The 32-bit chip runs at 108 MHz 

and has the usual complement of micro 

peripherals. These include multiple tim-

ers, UARTs, SPI, I2C, I2S and an external 

memory controller. There are dual CAN 

2.0B controllers and a USB 2.0 OTG 

controller. There’s a mix of RISC-V 16- 

and 24-bit timers and GigaDevice adds 

a 64-bit real-time timer to the mix. Ana-

log peripherals include a 1-Msample/s 

ADC plus dual 12-bit, 16-channel ADCs 

and dual 12-bit DACs. Versions are 

available with up to 80 GPIOs. 

The system needs a power supply 

from 2.6 to 3.6 V dc and has 5-V-tol-

erant I/O pins. It has multiple low-

power modes and a standby-current 

requirement of 6.3 μA. Package options 

include QFN36, LQFP48, LQFP64, and 

LQFP100. Available development tools 

include Nuclei Studio, IoT Studio, and 

SEGGER Embedded Studio in addition 

to the IAR Embedded Workbench. It’s 

compatible with a variety of operating 

systems including μC/OS II, FreeRTOS, 

RT-Thread, TencentOS-tiny, and LiteOS.

BUILDING BETTER CODE

The IAR Embedded Workbench comes 

with IAR’s C/C++ compiler. This includes 

support for more than the typical open-

source C/C++ compiler, such as support 

for MISRA C and IAR’s C-STAT static- 

analysis tool. C-STAT adds MISRA C++ 

support. It also maps checks to Common 

Weakness Enumeration (CWE) issues. 

If you want to write better C code, 

then including MISRA C in the mix is 

a good idea. The Workbench provides 

fine-grain control of the rules that are 

enabled. It defaults to the required set, 

but you can add or remove them at will. 

I did try out MISRA C and C-STAT 

on the sample applications. It’s obvious 

that IAR didn’t do this, as each project 

kicks out hundreds of notifications. This 

is typical as most C/C++ programmers 

don’t follow these rules. However, most 

Checking Out GigaDevice’s 
RISC-V with IAR’s MISRA-C

IAR’s development board is built around the GD32VF103RBT6 RISC-V microcontroller from 

GigaDevice Semiconductor. The I-Jet Lite provides JTAG support. 
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tend to be trivial details. For example, 

disabling a few of the rules like 2.2, 5.1, 

and 16.5 significantly reduces the num-

ber of notifications. 

The use of single-line comments is 

where rule 2.2 comes in, and limiting the 

number of characters in a symbol to 51 is 

rule 5.1. The use of f() versus f(void) in a 

function definition is rule 16.5. 

MISRA C is still a far cry from Ada 

and SPARK, but it’s much better than 

coding without the use of a static-analy-

sis tool. IAR provides sufficient custom-

ization to allow for additional checks 

without causing problems in develop-

ment. It works best when using it on a 

new source code file, but working it into 

existing code can be worthwhile as well. 

Overall, I’m a fan for IAR Embed-

ded Workbench, especially its MISRA C 

support. It has fewer bells and whistles 

than something like Eclipse, but that’s an 

advantage for many projects, especially 

if your focus is the micro. 
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Ohm Confinement
DR. RAY RIDLEY | President, Ridley Engineering Inc.

OHM HAS DISCOVERED what 
many engineers have been through. 
Engineering is valuable until it’s not. 
Nobody understands what engineers 
do, so it must be easy and they can 
be replaced at any time—or so the 
managers think.

OHM HAS SET UP his own microgrid 
and is providing power to all of the 
neighbors. You aren’t legally allowed to 
sell power to others, so he has set up a 
bartering system. Not sure how many 
kWh a goat is worth, but they will work 
it out.

pickeringrelay.com
+1 781-897-1710 | sales@pickeringrelay.com

 y Up to 3kV Stand-off

 y 3, 5, 12 & 24 V coils

 y Form A (energize to make) or 
Form B (energize to break)

 y Switch up to 1 A, 25 W

Miniature SIP High Voltage Reed Relays

For a free working sample go to: pickeringrelay.com/samples

Ideal for cable testers, mixed signal/semiconductor testers, backplane 
testers, high voltage instrumentation & in-circuit test equipment.

ProductProduct

LongevityLongevity
25+Years25+Years

100%
Tested

For engineers that cannot compromise on quality

100%
Tested

100%
Tested

Series 131

Series 119

Series 104

mailto:sales@pickeringrelay.com
http://pickeringrelay.com/samples


ABC TAIWAN ELECTRONICS CORPORATION ............. 27

ABSOPULSE ELECTRONICS LTD. .................................18

ALTECH CORPORATION .................................................. 3

AVTECH ELECTROSYSTEMS LTD................................... 5

BROADCOM .....................................................................15

CIT RELAY & SWITCH .................................................... 30

COILCRAFT, INC. .......................................................... IBC

DEAN TECHNOLOGY.......................................................13

DIGI-KEY ELECTRONICS .......................................FC, IFC

GLOBAL TECHNOLOGY SYSTEMS, INC. (GTS) ............. 7

HAMMOND MFG. CO., INC. ............................................ 24

HARWIN PLC ................................................................... 32

IRONWOOD ELECTRONICS ...........................................18

KEYSTONE ELECTRONICS CORP. .................................. 9

MOUSER ELECTRONICS INC ........................... 16A-B, BC

NEWHAVEN DISPLAY INTERNATIONAL, INC. ...............11

PICKERING ELECTRONICS LTD ................................... 31

PICO ELECTRONICS .......................................................14

RADICOM RESEARCH, INC. ............................................ 6

TADIRAN BATTERIES ..................................................... 21

TAG CONNECT .................................................................. 1

TAIYO YUDEN (U.S.A.) INC. ............................................ 28

TDK-LAMBDA AMERICAS INC ....................................... 23

Advertisers Index

Increased Performance 
for Connected Hardware
Designed to perform in high vibration environments.

With surface mount solder tabs for additional board retention 
strength, Archer Kontrol can withstand lateral and twisting  
forces in high vibration environments.

Ensuring reliability in the next generation  
of connected devices.

Q Temperature range of -55°C to +125°C 

Q Assists with blind mating

Q Fully shrouded connector system

Q Tested to perform up to 500 operations

Q Up to 3 Gbit/s data rate

Connect with confidence
harwin.com/archer-kontrol

http://harwin.com/archer-kontrol


WWW.COILCRAFT.COM

®

Matchmaker

0402DC Series Designer’s Kit (C472-2): 

20 samples each of 112 inductance values,  

including 0.1 nH increments from 2.8 nH to 10 nH

Looking for the perfect high-Q inductor for impedance matching  
in RF/microwave antenna circuits? This kit has it! 

construction for extremely high self reso-

nance – up to 28.8 GHz – and offers DCR 

as low as 25 m:, significantly lower than 

other inductors this size. 

Equip your lab with the ultimate 

impedance matching resource. Our 

C472-2 Designer’s Kit has 20 samples  

of all 112 values! Purchase one online at  

www.coilcraft.com/0402DC.

Coilcraft 0402DC Series wirewound 

chip inductors offer the industry’s highest Q  

factors in an 0402 (1005) size for super low 

loss in high frequency circuits. And with 

112 values from 0.8 to 120 nH, including  

0.1 nH increments from 2.8 nH to 10 nH,  

you’ll have exactly what you need for all 

your RF and Microwave  applications.

The 0402DC also features wirewound 

http://www.coilcraft.com/0402DC
http://www.coilcraft.com
http://coilcraftdirect.com


Quad-Channel  
Precision ADC Eases 
Signal Chain Design  
and Implementation 

AD7134
 X Alias-free sampling up to 1.5 MSPS eliminates  
ÐŘĴÐīĊ­ă�ťăĴÐī�­ĊÌ�ðĉĨīďŒÐĮ�Ĩì­ĮÐ�ĉ­ĴÆìðĊæȘ

 X '­Įř�ÌīðŒÐ�īÐĮðĮĴðŒÐ�ðĊĨķĴ�īÐÌķÆÐĮ� 
requirements on ADC�ÌīðŒÐīȘ

 X UÐœ�ĮřĊÆìīďĊðš­ĴðďĊ�åÐ­ĴķīÐĮ�ĮðĉĨăðåř�ÌðæðĴ­ă� 
ðĊĴÐīå­ÆÐ�ÌÐĮðæĊĮ�ðĊ�ĉķăĴðÌÐŒðÆÐ�ÌðĮĴīðÅķĴÐÌ�ĮřĮĴÐĉĮȘ

Buy Now at mou.sr/ADI-AD7134

http://mou.sr/ADI-Ad7134


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.30000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU (Penton Media PDF Digital Edition)
  >>
  /ExportLayers /ExportVisiblePrintableLayers
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /WorkingRGB
      /Downsample16BitImages true
      /FlattenerPreset <<
        /ClipComplexRegions false
        /ConvertStrokesToOutlines true
        /ConvertTextToOutlines false
        /GradientResolution 300
        /LineArtTextResolution 2400
        /PresetName (Penton Flattener Preset)
        /PresetSelector /UseName
        /RasterVectorBalance 1
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks true
      /IncludeInteractive true
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 12
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice




